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FOREWORD BY A.M. FACHIR
Vice Minister of Foreign A�airs, Republic of Indonesia

We are witnessing an industrial revolution of un-
precedented speed. Just as we �nish putting to-
gether the puzzle of the third industrial revolution, 
we �nd the box of the fourth industrial revolu-
tion (4IR) or Industry 4.0 waiting to be unpacked. 
Among its challenges are inequality of income and 
job losses due to automation. No one can accurate-
ly foresee how it will unfold in the coming decades, 
though any change will undoubtedly be uncom-
fortable for some. �e breadth and depth of change 
herald alterations of entire systems. But one thing 
is crystal clear: we cannot resist it. Otherwise we 
may �nd ourselves on the wrong side at this mo-
ment of global reset, and rather than thriving, the 
Asia Paci�c region may �nd itself le� behind.

�e good news is that Industry 4.0 comes with 
immense potential: technological advances en-
sure e�ective production, leading to a supply-side 
miracle. Boundless communication platforms 
ease human interaction and reduce transportation 
costs. Everyone can contribute, participate and 
make a di�erence in this era of innovation. All of 
this causes economic growth to accelerate, poverty 
to decline and human living standards to improve.

We need to release this potential in the people’s 
best interest. We should anticipate its reverberation 
with a comprehensive, inclusive and concerted re-
sponse. Developed countries have been the biggest 
bene�ciaries of industrial development. But the 
balance may shi� if developing countries take the 
necessary measures to upgrade regulations, adjust 
the unsettled innovation climate, develop digital 
infrastructure and invest in human capital, includ-
ing in incentives for creativity. All in all, creating 
a pro–Industry 4.0 environment and navigating 
the anticipated development can turn our country 
into a competitive nation. President Joko Widodo 

regards Industry 4.0 as an opportunity to enrol In-
donesia among the 10 biggest economies by 2030.

Indonesia has supported technological innovation, 
the soul of Industry 4.0. �e country has allotted 
vast special regulatory space as a safe harbour for 
tech-based startup industries, and we can already 
see the results.

Of seven “unicorn companies” (privately held 
startup companies valued at more than US$1 bil-
lion) in Asia, four are from Indonesia: Tokopedia, 
Traveloka, Go-Jek and Bukalapak. Such industrial 
transformation, heralded by the fourth industrial 
revolution, is too complex to be handled by govern-
ments alone and calls for inclusiveness. �e private 
sector, civil society, multinational development in-
stitutions and academic institutions need to be on 
board to yield the maximum return, ensure equal 
opportunities and provide equitable distribution of 
the bene�ts to all portions of society.

In this interconnected world, a shared commit-
ment by the global community is needed to ensure 
that developing countries catch up. �e transfer 
of knowledge and technology is necessary for a 
smooth transformation in which no countries lag 
behind. And the political will of each and every 
country is required. In this connection, the United 
Nations Industrial Development Organization can 
play an increasingly important role to help develop-
ing countries and economies bene�t from Industry 
4.0 by providing a framework enabling cooperation 
through increased con�dence between developed 
and developing countries. �ere is no space for ze-
ro-sum games; it is a place for win–win solutions. 
�e fourth industrial revolution should be our tool 
in achieving the global tasks, the 2030 Agenda and 
the United Nations Sustainable Development Goals.
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FOREWORD BY LI YONG
Director General, United Nations Industrial Development Organization

We are on the verge of the fourth industrial rev-
olution. Smart autonomous systems capable of 
self-cognition, self-optimization and self-cus-
tomization are revolutionizing industrial pro-
duction. �e impact of Industry 4.0 will reach all 
economic sectors, disciplines and economies, and 
will bring multiple opportunities and challenges 
along the way. �e challenges will prove di�cult 
to overcome, especially for developing countries. 
Although leapfrogging is a real opportunity in 
some sectors and for some countries, developing 
countries — particularly least developed countries 
(LDCs) — have a mixed record in adopting frontier 
technology. Many developing countries still lack 
preconditions such as modern infrastructure, an 
adequate knowledge base and the skills to harness 
these technologies.

Industry 4.0, with its potential for disruptive tech-
nological change, will trigger a new wave of out-
sourcing and in-shoring. �is will bring a new di-
vision of labour and structural transformation to 
the global economy. New technologies, such as 3D 
printing, may render some outsourcing unneces-
sary. In-shoring could become a new trend in de-
veloped countries, depriving developing countries 
of job opportunities. Industry 4.0 can cause po-
larization of the labour force, increasing the share 
of employment in high- and low-wage jobs and 
decreasing the share in middle-wage jobs. In this 
scenario, a concentration of low-paid jobs in de-
veloping countries is likely, given that high-wage 
jobs will require improved digital skills while 
weak education systems in developing countries 
o�en fail to provide basic literacy and numeracy 
skills. To address these challenges and harness the 
enormous bene�ts of Industry 4.0, governments 
must ensure that their countries are well prepared 

through concerted e�orts at the national, regional 
and international levels. Technologies and the ex-
ponential technological progress they bring pres-
ent many opportunities to meet the Sustainable 
Development Goals and realize economic, envi-
ronmental and social returns, namely:
• Economic returns including increased reve-

nues from lower transaction costs, more reli-
able output and increased productivity, higher 
product quality and increased market share 
and pro�ts.

• Environmental returns resulting from e�ec-
tive use of material resources and energy, cuts 
in carbon dioxide emissions, better access to 
electricity and water and better waste man-
agement. Industry 4.0 technologies are ena-
bling the transition to a circular economy, in 
which used-up products are reused, remanu-
factured and recycled to avoid waste.

• Social returns stemming from increased 
food security as well as the health and safe-
ty of workers, more jobs in small and medi-
um-sized enterprises and their inclusion in 
the global economy, advancements in educa-
tion and training systems and enhancement 
of creativity and innovation. Cities, where 
most of the world’s population will live, will 
also bene�t greatly from Industry 4.0 and will 
become more sustainable places to live and 
work.

But to tap into these potentials, inadequate capac-
ities that hinder inclusive and sustainable develop-
ment in developing countries need to be overcome 
through a coherent policy response addressing is-
sues such as creating jobs, upgrading skills, pro-
viding access to adequate infrastructure, adopting 
regulatory and institutional reforms, setting new 
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standards and mainstreaming science, technolo-
gy and innovation. Developing countries need to 
primarily focus on human resource development 
and the implementation of Industry 4.0 at the 
�rm and institutional levels. While this might be 
costly, failing to make the necessary investments 
is likely to hamper productivity, competitiveness 
and long-term sustainable development. �e right 
response may include creating e�ective training 
systems for a new generation of engineers and en-
trepreneurs who can absorb disruptive Industry 
4.0 technologies.

�e commitment to transition towards Industry 
4.0 is already visible in the Asia Paci�c region, 
where growth rates in emerging markets, such 
as China, India and ASEAN member countries, 
are approaching sustainable levels. �e Asia 
Paci�c region is in a prime position to take ad-
vantage of next-generation manufacturing tech-
nologies, since its Industrial Internet of �ings 
market has the potential to grow nearly �vefold 
between 2015 and 2020. In Asia, several countries 
are already implementing their vision of Indus-
try 4.0 through well-thought-out strategies, such 
as China’s Made in China 2025 and Singapore’s 
Skills Future Initiative. Further, China, Japan, 
the Republic of Korea and Singapore are among 
the world’s largest exporters of high-tech goods. 
Countries in the region are also ranked among 
the world’s most digitally ready. �e World Eco-
nomic Forum’s 2018 Readiness for the Future 
of Production Report identi�es Singapore as an 

“early leader” in its manufacturing transforma-
tion. Singapore’s Smart Industry Readiness Index 
is the world’s �rst Industry 4.0 tool developed by 
a government for nationwide transformation of 
industrial sectors. �e government of Japan has 
launched the Society 5.0 initiative, which invites 
all stakeholders to respond with innovative ideas 
to societal challenges brought about by the con-
vergence of technologies.

For developing countries in the region, trade, 
investment and knowledge �ows in global and 
regional value chains can provide mechanisms 
for rapid technological learning and innovation. 
Linking to leading players in global value chains 
potentially o�ers developing countries greater 
prospects to enter new markets; gain access to 
new skills, knowledge and technology; and up-
grade their industrial capabilities. Technological 
advances, such as using the latest technologies 
to reduce crops’ vulnerability to disease and cli-
mate change and to increase their nutritional 
value, o�er developing countries an opportunity 
to leapfrog, comparable to Africa’s introduction 
of mobile phones, which by and large bypassed 
infrastructure requirements such as landlines. 
Partnerships between developed countries, com-
panies, research institutes and developing coun-
tries in the Asia and Paci�c region are vital to the 
successful adoption of Industry 4.0 technologies. 
In the spirit of cooperation, this report draws on 
the lessons learned by countries in the region that 
are successfully implementing Industry 4.0.
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FOREWORD BY AIRLANGGA HARTARTO
Minister of Industry, Republic of Indonesia

Industrial sectors today depend on businesses 
transforming themselves towards Industry 4.0. 
�at transformation, in both the international 
and the domestic economy, will be central to every 
country’s competitiveness. E�cient and e�ective 
changes towards digitization can connect �rms 
to domestic and international markets through 
reliable supply chains. But they can also discon-
nect �rms in countries that fall behind in trans-
formation and face high costs, making it di�cult 
to compete.

Industry 4.0 refers to the current technological 
trends of blockchain, cloud computing, Inter-
net of �ings (IoT), improved automation, ma-
chine-to-machine learning, human-to-machine 
interface, arti�cial intelligence, digitized manu-
facturing and use of more advanced technologies. 
Challenges extend beyond manufacturing to pro-
cessing raw materials, ensuring sustainability and 
including small and medium-sized enterprises 
in the transformation. In the era of Industry 3.0, 
convergence began between �nancial services, in-
novative technologies and manufacturing, where 
IoT enabled human–machine and machine–ma-
chine communication.

For Indonesia, sustainability in Industry 4.0 im-
plies a circular economy where the industrial 
value chain focuses not only on production, but 
also on design, raw materials, distribution to con-
sumers and reuse of the balance of recycled ma-
terial in manufacturing. A new challenge today 
involves reorienting payment regulations from 
banking sectors to technology providers, who are 
no longer providing back-o�ce services to �nan-
cial institutions but are at the forefront of �nan-
cial services. In the past it was easy to distinguish 

�nancial from industrial services, but now they 
are integrated.

�e economics of globalization will also leave 
people behind. �e old school of economics creat-
ed social security support. But the new evolution 
and economic growth may create inequality that 
outstrips the capacity of the old support systems. 
�e fourth industrial revolution creates a new op-
portunity challenging the competition between 
the old industrial giants based on economies of 
scale. Today, the old automotive companies and 
Fortune 500 companies can be challenged by 
startups in electronics to produce electric cars or 
electric motors.

Supermarkets and department stores can be chal-
lenged by e-commerce platforms, where every-
body, even small-scale producers, can sell. Digiti-
zation can change many aspects of business and 
create opportunities for value creation, which 
business leaders of course look to.

�e government is not only a regulator anymore. 
It is not in the backseat watching what happens 
to the market focusing on market value. With 
the fourth industrial revolution, the government 
should shape objectives and lead as an accelerator. 
�is is crucial, because the revolution is changing 
people’s lives and the ways they work.

In Indonesia, the fourth industrial revolution is 
proceeding at the same time as other revolutions. 
�e country has adopted a document launched by 
the president, “Making Indonesia 4.0,” which aims 
to make the Indonesian economy the world’s 10th 
largest in 2030. It projects doubling productivity 
and increasing Indonesian exports to 10 percent of 
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GDP. By improving human development capabil-
ities, Indonesia can create 150 billion–200 billion 
more economic opportunities, so long as it trains 
about 17 million Indonesian workers in digital lit-
eracy. Making Indonesia 4.0 prioritizes �ve sectors 
— textiles, electronics, automotive, food and 
beverages and chemicals (including biochemical) 
— that are the basis of 60 percent of world trade.

Indonesia can collaborate with the United Nations 
Industrial Development Organization (UNIDO) 

to support other countries learning about those 
�ve sectors. In this context, the UNIDO Director 
General faces the challenge of helping Indonesia 
create Indonesia 4.0. To pursue this educational-
ly, Indonesia promotes vocational training to link 
vocational schools and industry, and is also work-
ing with such countries as Germany and Switzer-
land on a dual system of vocational education and 
apprenticeships for millions of Indonesian young 
workers, who will become assets in the transfor-
mation to Industry 4.0.
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1

1
THE DIGITAL TRANSFORMATION 
OF INDUSTRY AND THE FOURTH 

INDUSTRIAL REVOLUTION

�e fourth industrial revolution in a snapshot 
is the current trend of automation and data ex-
change in manufacturing technologies (�gure 1.1). 
It includes cyber-physical systems, the Internet of 
�ings (IoT) and cloud computing. �e �rst in-
dustrial revolution used water and steam power to 
mechanize production. �e second used electric 
power to create mass production. �e third, the 
digital revolution that has been occurring since 
the middle of the last century, used electronics and 
information technology to automate production. 
Now the fourth industrial revolution is building on 
the third.

�ere are three reasons why today’s transforma-
tions represent not merely a prolongation of the 
third industrial revolution but rather the arrival 
of a fourth and distinct one: speed, scope and sys-
tems impact.

• �e speed of current breakthroughs has no 
historical precedent. �ey are evolving at an 
exponential and multidimensional, rather 
than a linear, pace.

• �e scope covers almost every industry and 
business model in every country.

• Entire systems of production, management 
and governance are being transformed. Bil-
lions of people are connected by mobile de-
vices with unprecedented processing power, 
storage capacity and access to knowledge. 
Breakthroughs in �elds such as arti�cial intel-
ligence, robotics, the Internet of �ings, auton-
omous vehicles, 3D printing, nanotechnology, 

Moderator

Mr. Tri Purnajaya, Director for Trade, Com-
modities and Intellectual Property, Ministry of 
Foreign A�airs, Republic of Indonesia

Speakers

Mr. Ravi Gupta, Co-Founder and CEO, Tam-
bourine Innovation Ventures (TIV) Inc.

Ms. Shirley Santoso, Partner and President Di-
rector, A. T. Kearney
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biotechnology, materials science, energy stor-
age and quantum computing are multiplying.

�e fourth industrial revolution will also a�ect 
people outside factories in sectors such as agri-
culture and health. In health care for instance 
arti�cial intelligence will better detect tumours 
and will help doctors in very remote parts of de-
veloping countries providing health care. Block-
chain technology may help governments with land 
registration.

�e multifaceted impacts demonstrate how chal-
lenging it will be for governments to manage the 
complexity of the fourth industrial revolution. It 
fuses technologies and blurs the lines between the 
physical, digital and biological spheres. �e expo-
nential curve of change makes it extremely di�-
cult to make sense of what is happening. We are at 
the beginning of the exponential curve.

�e key frameworks of the fourth industrial rev-
olution include interoperability, decentralization 
and convergence. Today some of the most valuable 

companies of the world create products that are 
intangible. By contrast, the value of companies 
that produce tangible products lies far lower. �is 
shows the importance of intellectual property.

�ese value chains span the globe. Most of the 
value created in them, especially for intangible 
products, lies in the United States, where the in-
tellectual property is created, which is di�erent 
from where it is used. Innovation and creating in-
tellectual property make it possible to compete in 
Industry 4.0.

A great challenge Industry 4.0 presents is income 
and distribution inequality. In the previous in-
dustrial revolutions that produced tangible goods, 
many more workers were usually employed and 
wealth was thus spread. But nowadays high-val-
ued startups based on intellectual property can be 
owned and operated by very few people. �is has 
consequences for future social contracts. �e na-
ture of work will change, 9-to-5 jobs will not be 
the main work model and we will have to rethink 
pension systems and other social supports.

FIGURE 1.1  
THE FOURTH INDUSTRIAL REVOLUTION

MECHANIZATION
Steam and water 
power

ELECTRIFICATION
Mass production, 
conveyor

AUTOMATION
Computers
CAD–CAM

DIGITALIZATION
Cyber-physical systems
IoT, IoP, AI, 3D

DATA

ECONOMIES OF SCALE ECONOMIES OF SCOPE CUSTOMIZATION
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THE FOURTH INDUSTRIAL 
REVOLUTION AND 
MANUFACTURING

�e fourth industrial revolution is bringing un-
precedented change. In manufacturing, the cus-
tomer can now interact at the design level, aided 
by new technologies. Mass production is chang-
ing to much more �exible production, with fewer 
steps taken faster. You can even have a batch size 
of one. �e earlier global supply chains are seeing 
such changes as re-shoring for distributed produc-
tion and for on-location production and use. �e 
way we consume, the way we sell and distribute, 
the type of skills we need and the nature of work 
are changing. If we think about the fourth indus-
trial revolution, we think about the technologies 
that are particular to this change.

�e fourth industrial revolution has at its heart 
�ve core technologies: the Industrial Internet of 
�ings (IIoT), industrial arti�cial intelligence 
(IIAI), advanced robotics, enterprise wearables, 
and 3D printing (table 1.1). �ese technologies 
can unlock value across any dimension: an up 
to 30 percent reduction in factory cost, an up to 
25 percent increase in �rm revenues, billions of 
dollars in net industrial value created, progress 
toward sustainability and new skills to improve 
productivity.

Reaching the opportunities depends on how fast 
technology matures. �ere are �ve tipping points:
• Technological readiness: Di�erent technol-

ogies have di�erent technology maturity 
curves.

• A�ordability: Unit selling prices need to drop 
by about one-third for adoption to spread.

• Connectivity: To drive adoption, 40 per-
cent of the production processes need to be 
connected.

• Customization: A quarter of products require 
customization.

• Services replacing products: Pay-per-use 
services replace consumers acquiring the 
technology.

TRAJECTORY OF THE FOURTH 
INDUSTRIAL REVOLUTION

�e projected status the fourth industrial revolu-
tion by 2030 is uncertain. Unknowns include the 
rate of technological advancement, the external 
environment and the speed with which technology 
will be embedded in core production. Four possi-
ble scenarios for 2030 would be digital disruption, 
deterred disruption, damaged di�usion and dis-
persion (table 1.2). We need to develop regulations 
and foster skill development to meet them.

A.T. Kearney has partnered with the World Eco-
nomic Forum to develop a country readiness 
assessment for the fourth industrial revolu-
tion. Using that assessment, this study examines 
the readiness of countries based on two major 
dimensions:
• Drivers of production: Factors such as tech-

nology and innovation, human resource read-
iness, global trade and investment, institu-
tional frameworks, sustainable resources and 
environment.

• Structure of production: �e complexity and 
scale of a country’s production base. Coun-
tries with a larger and more complex structure 
of production harness the fourth industrial 
revolution more easily.

TABLE 1.1  
THE CORE TECHNOLOGIES OF THE FOURTH INDUSTRIAL 
REVOLUTION

Technologies Layer Impact

Internet of Things 
(IoT)

Connectivity 
layer

Today, 85 percent of production assets are 
still unconnected. The number of IoT devices 
will grow, so there will be up to 31 billion by 
2020. North America leads in IoT, but the 
Asia Pacific region is also growing

Artificial 
Intelligence and 
Industrial Artificial 
Intelligence

Logical  
layer

AI is nascent in manufacturing but expected 
to grow rapidly. It will change the entire value 
chain, from consumers (who already have 
human–machine interaction, as in Amazon’s 
Alexa) to factory maintenance. It will also 
a�ect government and administration

Advanced robotics, 
enterprise 
wearables, 
3D printing

Physical 
layer

Most industries are still in the early stage of 
adopting these technologies. But they can 
improve operational productivity, speed 
training and reduce the time to market

Source: World Economic Forum (WEF) 2018.
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For each dimension, we look at multiple indicators 
and factors, including the availability of techno-
logical platforms, the country’s ability to inno-
vate, human capital (the current and future labour 
force), trade and investment, trade infrastructure, 
the institutional framework, regulatory friendli-
ness to the fourth industrial revolution, environ-
mental sustainability (energy, emissions, water) 
and demand and structure of consumption.

�e analysis produced a model with four types of 
countries (�gure 1.2):
• Leading: Countries with a strong production 

base, well positioned to harness the fourth in-
dustrial revolution.

25 countries, including the United States, 
European countries and some Asian 
countries such as Japan, Singapore and 
the Republic of Korea.

• Legacy: Countries with a strong current pro-
duction base that are at risk due to unfavoura-
ble drivers of production.

7 countries, including India, the Philip-
pines and �ailand. 

• High potential: Countries currently with a lim-
ited production base but strong prospects for the 
future due to favourable drivers of production.

Countries such as Australia, Hong Kong 
and New Zealand.

• Nascent: Countries with a more limited pro-
duction base and less favourable drivers of 
production.

58 percent of countries are at this stage.

Even leading countries will need to make e�orts 
to remain in that category. Countries in other cat-
egories will need to try to leapfrog into a higher 
category by choosing the drivers of production to 
be assigned priority: human capital, trade and in-
vestment or the institutional framework. �is can 
lead to a concrete strategy on how to harness the 
fourth industrial revolution. 

COUNTRIES IN ASIA AND THE 
PACIFIC ON THE FOURTH 
INDUSTRIAL REVOLUTION 
TRAJECTORY

While Europe is embracing the fourth industrial 
revolution with favourable drivers and structures 
of production, Asia is also getting there, par-
ticularly China, Japan and the Republic of Korea 

TABLE 1.2  
POSSIBLE FOURTH INDUSTRIAL REVOLUTION RESULTS BY 2030

Digital disruption Deterred disruption Damaged di�usion Dispersion

• Rapid technological 
advancement

• Encouraging regulation 
and policy that 
enable technological 
advancement

• Cross border di�usion 
of innovation and 
knowledge sharing, joint 
innovation

• Upskilling of the 
workforce

• Widespread 
consumption of diverse 
products

• Pervasive adoption of 
new technologies

• More isolated progress, 
where stronger 
economies drive 
the advancement of 
technology

• Tension between 
political systems and 
government support 
to stabilize some of the 
manufacturing sector

• Segmented consumption 
patterns and high 
technological costs

• Impeded information 
and technological 
proliferation

• Protectionism and 
economic nationalism

• Worker population 
within protected 
industries safe, others at 
high risk for dislocation

• Slow growth of the 
economy and a low 
trade level

• Slower adoption 
of technology, 
technological 
advancement taking 
place at local level

• Evolution of 
policymaking at the 
local level

• Customers preferring 
locally produced 
products

Source: World Economic Forum (WEF) 2018.
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The digital transformation of industry and the fourth industrial revolution�5

(�gure 1.3). And in Southeast Asia, where the rate 
is lower, some countries are leading, such as Sin-
gapore, and others are at either the legacy or the 
nascent stage. �e leading countries in that region 
o�er many learning opportunities to countries at 
other stages to leapfrog ahead. 

Excitingly, Asia and Paci�c countries are unlock-
ing the full potential of the fourth industrial revo-
lution. Many speak to that, such as:
• China: �e Made in China programme 

launched in 2015 has a very speci�c strategy 
of trade regulation, a policy mandate, invest-
ment subsidies and very speci�c targets—a 50 
percent reduction in operating costs, improved 
production cycles and productive factories by 
2025 and up to 14 innovation centres by 2025. 

• Indonesia: �e Making Indonesia 4.0 pro-
gramme was just launched with the intention 
of raising GDP, increasing the manufacturing 
contribution to GDP and harnessing the po-
tential of the fourth industrial revolution. (See 
section 2 for more on Making Indonesia 4.0).

• Singapore: Recognizing the importance of 
human capital in the fourth industrial revo-
lution, the country promotes lifelong learning 
programmes so workers are ready. It created 
the Singapore Skills Future, a methodical ap-
proach to understanding the skillsets work-
ers will need in the next �ve years, what they 
should learn and how they should be trained 
to not be le� behind. (See section 3 for more 
about Singapore.)

Countries must think about their strategy for har-
nessing the fourth industrial revolution. One key 
element is the changing nature of work due to the 
fourth industrial revolution, on top of changing 
demographics. 

Cisco and Oxford Economics, in a study across the 
Association of Southeast Asian Nations (ASEAN), 
found that technology can displace workers but 
can also create new demand for them.1 Across the 
sectors of agriculture, mining, manufacturing, 
the business sector and wholesale and retail trade, 
some will face more displacement, especially those 

FIGURE 1.2  
TYPES OF READINESS FOR THE FOURTH INDUSTRIAL 
REVOLUTION

Source: World Economic Forum, A.T. Kearney 2018, Readiness for the Future of Pro-

duction Report 2018.

Note: Average performance of the top 75 countries (weighted average driver score, 

weighted average structure score) is at the intersection of the four quadrants to 

create the model borders.

FIGURE 1.3
ASIA AND PACIFIC COUNTRY READINESS FOR THE FOURTH 
INDUSTRIAL REVOLUTION
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Note: Not all countries are covered due to unavailability of data.
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6 UNLOCKING THE POTENTIAL OF INDUSTRY 4.0 FOR DEVELOPING COUNTRIES�Asia and the Pacific

that have more routine tasks. �e displacement 
will be challenging for the traditional Asia fac-
tory model. But other sectors will have increased 
demand for workers because of increased pro-
ductivity. In manufacturing and wholesale and 
retail trade, additional jobs will be created due to 
increased productivity through technology. Up-
skilling in a combination of technical skills and 
so� skills will be needed. ASEAN countries need 
1.7 million workers with foundational skills and 
1.9 million with better interactive skills, wheth-
er for persuasion, leadership or negotiation. �ey 
need more workers with better cognitive skills and 
with very good management skills and 750,000 
with specialized technology skills such as appli-
cations programming and big data. �is needs to 
be understood at both the country level and the 
organizational level. How do we upskill and re-
skill workers to prevent job displacement and shi� 
workers to new and more value-added work?

It is up to the governments to create an enabling 
environment in which creators can monetize their 

inventions. At the same time the interests of the 
public at large must also be taken into consider-
ation. �e region needs some kind of harmoniza-
tion, lest push and pull factors between countries 
allow businesses to move from higher to lower 
pressure areas. To achieve a level playing �eld, re-
gional collaboration is crucial.

Key learning for UNIDO Member States: 
• Technology and innovation are important, 

as are how a country and region collective-
ly drive e�orts to improve the access and af-
fordability of key technologies.

• Upskilling and reskilling must be continuous 
to make labour pools ready. 

• A multistakeholder approach should include 
a regional network of players: policymakers, 
companies, academics and public–private 
partnerships.

• Funding and governance can jump-start ac-
tivity with innovative investment sharing 
both risk and reward but also require a proper 
monitoring mechanism.
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2
INDUSTRY 4.0:  

CHALLENGES, OPPORTUNITIES, 
DRIVERS AND OUTLOOK

�e fourth industrial revolution is revolutionizing 
industry. Its development and growth are expo-
nential. It includes digital interconnectivity, the 
use of big data and cloud computing. Beyond these 
distinctive features, industry has become more in-
terconnected in a pervasive environment where 
production is no longer con�ned by geographical 
and political borders. 

Industry 4.0 disrupts almost every industry. 
Whether or not we accept its characteristics, they 
will a�ect us in changing the systems by which 
physical and virtual systems and people interact 
(�gure 2.1). How well we respond will a�ect our 
industry, our country and our performance in an 

international setting. We need an integrated and 
comprehensive approach.

Whatever we do—for instance, however the gov-
ernment formulates some relevant regulation—we 
should follow a multistakeholder approach. Deci-
sions cannot be taken exclusively by one entity but 
must be comprehensive and inclusive. 

Some characteristics of Industry 4.0:
• Interoperability.
• Virtualization.
• Decentralization.
• Real-time capability.

Moderator

Ms. Shirley Santoso, Partner and President Di-
rector, A. T. Kearney

Speakers

Mr. Febrian A. Ruddyard, Director General of 
Multilateral Cooperation, Ministry of Foreign 
A�airs, Indonesia

Dr. Ngakan Timur Antara, Head of Agen-
cy for Industrial Research and Development, 
Ministry of Industry, Indonesia

Mr. Jouke Verlinden, Associate Professor for 
Augmented Fabrication, University of Antwerp 

UNDIO19-01 RCID Indonesia text 0907.indd   7 9/9/19   10:36 PM



8 UNLOCKING THE POTENTIAL OF INDUSTRY 4.0 FOR DEVELOPING COUNTRIES�Asia and the Pacific

• Service orientation.
• Modularity.
• Convergence.
• Cost reduction and e�ciency.

CHALLENGES AND 
OPPORTUNITIES

What does the Asia Paci�c region have to gain 
from Industry 4.0? �e region is diverse in politics, 

industry and society—raising even more challeng-
es for a common response. Industry 4.0 will: 
• Increase wealth by reducing the distance be-

tween inventors and markets: Everybody can 
invest and can market products and services. 
Micro and small entrepreneurs can use new 
technologies to market products directly, 
despite their small scale. Imagination is the 
limit, thanks to 3D printing and the possibil-
ities it o�ers, boosting the creative economy 
(see box 2.1).

FIGURE 2.1  
SYSTEMS OF INDUSTRY 4.0

Technical System

Technical machinery

Embedded System

Hardware and software

Cyber-Physical System

Merging of physical and virtual

Cyber-Physical-Production System

Application to manufacturing

Smart Factory

Network of people, machinery and resources

Source: Fraunhofer.

BOX 2.1
THE CREATIVE ECONOMY

�e exponential technological progress of the fourth industrial revolution puts a high premium 
on local innovation capabilities and creativity. People now need to be more agile to develop new 
ideas and knowledge and to commercialize them quickly. �e digital transformation and techno-
logical convergence necessitate creativity- and knowledge-based economic activities for creating 
new job opportunities, particularly for women and youth, and micro, small, and medium-sized 
enterprises. (continued)

UNDIO19-01 RCID Indonesia text 0907.indd   8 9/9/19   10:36 PM



Industry 4.0: Challenges, opportunities, drivers and outlook�9

�e creative economy is globally one of the most dynamic industries, more than doubling its value 
between 2002 and 2015 to reach $509 billion. It centres on the interactions between creativity, arts, 
culture, business, economics and technology. It concentrates around cultural value, market objec-
tives, and products and services.

�e creative economy requires the cooperation of culture, society, technology and the economy for 
stimulating growth. Technological progress enables new creative activities in the arts and enter-
tainment industries. For example, arti�cial intelligence helps to create new content in �lm, games, 
music and fashion; 3D printing advances the textile and garment industries; and the Internet of 
�ings and 3D printing help publishers and designers use technology to cater to new audiences. 
Augmented and virtual reality o�er three key value propositions for the creative economy. �ey 
will provide a new medium for storytelling, lower the barriers to entry for creators and o�er new 
modes of experiencing content that could bring about a more empathetic and informed society.1

�e creative industries are among the most lively sectors in the world economy. �ey are a major 
source of innovative ideas contributing to upgrading industry and creating new products, services 
and jobs and raising the economy’s innovative potential and economic diversi�cation. �e creative 
industries provide new opportunities for developing countries to leapfrog into emerging high-
growth areas of the world economy. Creative services, an important element of the creative econo-
my, are also growing and are likely to become one of the biggest future growth areas. Creative serv-
ices can be resilient to economic pressures and are heavily enmeshed with emerging e-commerce. 

Building a sound business environment and digital and innovation ecosystems are prerequisites to 
capturing the bene�ts of the growing creative economy and its intersection with fourth industrial rev-
olution technologies. Creative professionals and entrepreneurs will need the skills and ecosystem to 
integrate new technologies into their creative work. Where those are lacking, innovation from the cre-
ative sector might not produce the necessary value added or contribution to economic development. 

To leverage the bene�ts of the intersection of fourth industrial revolution technologies and the 
creative economy, collective action through strategies, policies and programmes is needed to fos-
ter collaboration, technological learning and innovation system building. �e World Conference 
on Creative Economy (WCCE) was held 6–8 November 2018 in Bali, Indonesia, to raise awareness 
of the potential contributions of the creative economy to inclusive and sustainable industrial and 
economic development.

UNIDO’s technical cooperation programmes promote creative industries through business envi-
ronment reforms and innovation and ecosystem building. �ey aim to identify industry creative 
clusters, establish their networks and help entrepreneurs upgrade product design and marketing 
to ensure sustainable job creation in those industries.2

Notes

1. WEF 2018. Creative Disruption: The impact of emerging technologies on the creative economy, p.14. http://www3.

weforum.org/docs/39655_CREATIVE-DISRUPTION.pdf. 

2. https://www.unido.org/news/cultural-and-creative-industries-lever-development.

Source: WEF, UNCTAD, UNIDO Seminar on Industry 4.0 and the Creative Economy: Promoting Inclusive Ecosystems in the 

Digital Era, 8 June 2019, UNIDO. 

UNDIO19-01 RCID Indonesia text 0907.indd   9 9/9/19   10:36 PM



10 UNLOCKING THE POTENTIAL OF INDUSTRY 4.0 FOR DEVELOPING COUNTRIES�Asia and the Pacific

• Increase productivity: Industry 4.0 is ex-
pected to unleash $220 billion in Association 
of Southeast Asian Nations (ASEAN) coun-
tries and increase ASEAN internal trade to 
$625 billion.

• Expand consumer choices: It will also cre-
ate a new way people connect to each other, 
making the economy more inclusive. �e 
creative economy o�ers the best example of 
how people are connecting in their needs and 
supply. 

• Create new forms of �nancial services: To 
get a loan from the bank, a borrower no lon-
ger has to go to one but can apply online. �e 
�nancial technology market is expanding rap-
idly. Industry 4.0 is changing not just industry 
but other spheres of life, including education.

• Empower small and medium-sized enter-
prises: Small and medium-sized enterprises 
(SMEs) form the backbone of the economy in 
the Asia Paci�c region. Industry 4.0 creates 
connectivity between them and between SMEs 
and big businesses. �ese advantages also cre-
ate pressure for e�ciency and productivity 
due to competition with other companies and 
producers.

Industry 4.0 also creates disruption in the labour 
market in these ways: 
• Technologies such as arti�cial intelligence and 

robotics will increase productivity. �is will 
threaten low-skilled labour, especially repeti-
tive jobs. 

• Automation will create job losses in ASEAN 
countries. According to the International La-
bour Organization, 56 percent of jobs in �ve 
of them (Cambodia, Indonesia, Philippines, 
�ailand and Viet Nam) are at high risk of 
disappearing. 

• �e region will have to �nd ways to maintain 
competitiveness through cheap labour to at-
tract foreign direct investment (FDI). 

Industry 4.0 also reduces the attractiveness of 
making foreign direct investments in manufac-
turing. Because production can be re-shored, less 
FDI could �ow to the region. And Industry 4.0’s 

knowledge-based economy will push countries to 
remain competitive. 

All these challenges will require a response from 
the government. Top-down approaches to devel-
oping policy will no longer work. One major ques-
tion is how to balance the interests of the public at 
large and continuing support for innovation and 
technology development. Governments need to 
improve their agility, and regulators must be able 
to correct policies and regulations in real time, 
continuously adapting to fast-changing environ-
ments. Inclusiveness and collaboration among 
stakeholders are musts.

How does Industry 4.0 address the Sustainable 
Development Goals (SDGs)?

It does not exist in a vacuum but faces con�ict, 
crisis, climate change, water scarcity, food insecu-
rity and the lack of access to clean energy. SDGs 
cannot be pursued in isolation from each other, 
but the speci�c SDG to which Industry 4.0 is most 
closely linked is SDG 9: to build resilient infra-
structure, promote inclusive and sustainable in-
dustrial development and foster innovation. Oth-
ers with clear relevance are SDG 3, good health 
and well-being; SDG 4, quality education; SDG 
7, a�ordable and clean energy and SDG 8, decent 
work and economic growth. 

INDUSTRY 4.0: AN OUTLOOK FOR 
INDONESIA

At the beginning of 2018, Indonesia’s government 
launched “Making Indonesia 4.0,” a strategy to 
guide government implementation of Industry 
4.0. It involved many ministries and stakeholders 
(�gure 2.2).

In Indonesia, industry is the major sector contrib-
uting to GDP. �e country ranks 9th in the world 
in manufacturing value added (MVA). �e eco-
nomic growth rate is constantly above 5 percent a 
year. Every year around 1.6 million–2 million work-
ers enter the market. GDP growth is supported by 
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consumer and government spending. �e economy 
was the 16th largest in the world in 2016 (�gure 2.3). 
�e country aspires to become a global top 10 econ-
omy by 2030 by regaining net export advantage, in-
creasing the share of GDP from manufacturing and 
competing in productivity, as a result of advances 
in technology and innovation. Industry 4.0 o�ers 
the way to achieve this aspiration.

Indonesia has to act now to reap the bene�ts of In-
dustry 4.0 in the long term and to realize its goal 
for 2030. Human resources, especially the younger 
generation, are crucial. Until 2030, Indonesia will 
enjoy a demographic dividend, when the ratio of 
the working population to the dependent popula-
tion is increasing. �at status is highly correlated 
with a country’s economic growth, but in every 
country that has passed the period of the dividend 
(such as China, Japan, Singapore and �ailand), 
economic growth has declined. Indonesia’s chal-
lenge now is how to maintain economic growth 

and ensure that the workforce of the demographic 
dividend is upskilled and re-skilled so it can re-
main transformational over the following years. 
Some jobs might be lost in the manufacturing 
part of the value chain, but new jobs may be cre-
ated in other segments, such as research and de-
velopment, raw material analysis, innovation and 
branding, distribution and a�er-sales services. 
Industry will require data analysts and data en-
gineers. More services in proportion to industrial 
activity will be created. 

�e role of schools and universities will need to 
change as well. �e labour force skills required 
by industry need to be matched by the training 
o�ered by educational institutions. For example, 
Indonesia has developed a learn-and-match pro-
gramme and vocational training programmes and 
cooperates with many stakeholders, associations, 
universities and industry to provide upskilling to 
the workforce. 

FIGURE 2.2  
INDONESIA HAS SET 10 NATIONAL PRIORITIES FOR “MAKING INDONESIA 4.0”

Source: A. T. Kearney, Ministry of Industry. 

Note: Including micro enterprises.
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12 UNLOCKING THE POTENTIAL OF INDUSTRY 4.0 FOR DEVELOPING COUNTRIES�Asia and the Pacific

Industry 4.0 can revive the manufacturing sector. 
�ough exports decreased over recent years, In-
donesia aims to increase net exports to up to 10 
percent of GDP by 2030. �e country wants to 
improve its �nancial strength, government spend-
ing and government investment. �at should 
help build a robust economy with a solid labour 
market. 

�e ecosystem for Industry 4.0 requires some im-
portant preconditions. In order to support sus-
tained innovation, research and development 
spending should become at least 2 percent of GDP. 
�e Ministry of Industry has proposed two types 
of incentives:
• Tax incentives for companies with their own 

research and development.
• Support for companies that o�er their own 

training.

Furthermore, the government is planning to build 
the digital infrastructure necessary to enable 

connectivity. Regulations have to be developed co-
operatively with local policymakers, and regional 
and national regulations have to be harmonized. 
Otherwise Indonesia will not be able to attract 
FDI. 

�e Ministry of Industry must work hand in 
hand with other ministries, such as the Ministry 
of Agriculture, Ministry of Education, Ministry 
of Transportation, Ministry of Foreign A�airs 
and Ministry of Energy and Mineral Resourc-
es. All these ministries will have to participate in 
an inclusive and holistic approach to creating the 
preconditions for Industry 4.0. Engagement with 
associations, universities and the private sector is 
also required (�gure 2.4).

DRIVERS OF INDUSTRY 4.0 

Industry 4.0 focuses on smart industry, especial-
ly innovative production processes. But it can 

FIGURE 2.3  
INDONESIA’S VIRTUOUS ECONOMIC CIRCLE HAS MADE IT A LEADING ECONOMY

Source: Based on data from the World Bank, International Monetary Fund and A. T. Kearney.

Note: According to data from the International Labour Organization, average Indonesian earnings increased by 115 percent be-

tween 2004 and 2015.
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also a�ect the product itself and the process of 
design. Projects currently in the making at uni-
versities in the Netherlands and Belgium include 
a metal 3D-printed bridge made from stainless 
steel and ultra-personalized products and serv-
ices. �e University of Del� has been working on a 
3D-printed dress for a fashion designer in Amster-
dam, using natural �bres and plastics in a process 
that combines several methods. Another example 
combines a 3D printer with a welding robot. Prod-
uct design 4.0 links three di�erent aspects: 
• Production process: �is may use 3D print-

ing, robotics, command and control meth-
ods (industry 3.0 methods are still included) 
and other technologies such as 3D scanning 
sensors. Flexibility is important—a facto-
ry should be built to produce more than just 
one thing. And since physical things need to 
be made, polished and improved, the human 
worker remains prominent on top of digital 
technologies and automation.

• Product: Products may employ additive man-
ufacturing, parameterized design, batch sizes 

FIGURE 2.4  
MAKING INDONESIA 4.0 NEEDS TO BE COORDINATED WITH MANY STAKEHOLDERS

Source: A. T. Kearney. 

Note: Illustrative—not exhaustive and not representative of final stakeholder cohort.

Dr. Ngakan Timur Antara, Head of Agency for Industrial Research 
and Development, Ministry of Industry, Indonesia
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of one and digital models. 3D printing allows 
for creating microstructures with which new 
materials that behave di�erently can be creat-
ed, leading to completely di�erent products. 

• Design: Anything—industrial or cultural—
can become part of heritage. A product can, 
surprisingly, end up in a museum. Consider-
ations of aesthetics and ergonomics, especial-
ly tailoring products for individuals, become 
prominent.

A human can be a user or a designer of a product. 
Sometimes the user and the designer are the same 
person, and no skilled and trained individual is 
needed. �e role of the worker is also changing 
through connectivity and changing products. 

About �ve years ago, 3D printing was only able to 
create rapid prototypes, but now it can do more. 
�e technology is accessible and can create actual 
products, beyond just prototyping. Technologies 
can also be combined for use in sectors such as 
medicine and aerospace. 

To a certain extent all this is already realized. 
3D printing could be very pro�table for small 
and medium enterprises. �e initial investment 
is not too great, compared with that for casting 
and moulding tools. �e cost of small quantities 
of units produced is actually better than the cost 
of traditional production. (If the quantity increas-
es beyond a certain point, traditional production 
processes become more economical.) Even though 
additive manufacturing is not always the most 
cost- e�ective today, it may become cost-e�ec-
tive as technology becomes more a�ordable and 
accessible. 

Industry 4.0 can make the world of industry more 
accessible. For instance, designers can provide 
furniture designs online as open source materi-
al. Consumers can download the designs free of 
charge and build their own furniture. Another 
example is the digital knitting machine, which is 
available for about $5,000 and is simple to pro-
gramme. Users can make their own designs and 
can produce clothing in the sizes they desire. 

In robotics, new robots are being produced that 
are very simple to manoeuvre, another way of 
making technology accessible as user interfaces 
become easier to grasp and technical knowledge, 
though required for development, is not required 
for use (for example, the Franka Eminka robot).

Ultra-personalized products are another area. In-
visalign clear tooth aligners (orthodontic devices 
that are a transparent, plastic form of dental brac-
es used to adjust teeth), for instance, in orthodon-
tics, changes the role of the orthodontist. Hearing 
aids in the West that are 3D-printed are cheaper 
than hearing aids produced with traditional man-
ufacturing. In general, making ultra-personalized 
products has four phases: analysis, design, pro-
duction and testing. It requires 3D scanning and 
then shi�ing from the scan to a 3D model, which 
is not straightforward.

�e next things will be so�-robotics and 4D 
printing using elaborate meta-materials. So� ro-
botics construct robots from highly compliant 
materials like those found in living organisms. It 
draws heavily on the way living organisms move 
and adapt to their surroundings. In 4D print-
ing, a 3D printer makes objects that change their 
shape when removed from the printer. Invent-
ed at MIT in 2013, its purpose is to make things 
self- assemble when exposed to air, water or heat 
due to the chemical interaction of the materials 
used in their manufacture. High-speed printing 
is also important to develop, since 3D printing is 
slow. �erefore, there is still a lot of room for im-
provement in the technology. Making it more ac-
cessible and a�ordable is one way: with many 3D 
printers, printing can be faster. �ere are already 
mega-printers. And di�erent printers can be used 
for di�erent processes. Will every hospital, every 
library and even every home have one? 

We should not automate, we should augment (if 
that question is le� to companies, it might pro-
duce a lot of worker displacement). �ere are four 
suggestions (�gure 2.5). First, we augment our 
senses through augmented reality or virtual real-
ity, which will allow us to get a better feel of the 
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social, natural or urban environment. Second, 
we can augment our environment with robotics 
or actuators. �ird, as deep learning, machine 
learning and arti�cial intelligence (AI) supersede 
human reasoning, they augment human reason-
ing and decision making. Designers should make 
sure that AI has an interface with our mental ca-
pabilities—as both individual and as corporate 
entities. �e fourth tier is design, where not just 
a designer, but anyone designs. As tools help peo-
ple design their surroundings, the process can 
be called co-making and co-creation. At the end 
is augmented well-being, with the human at the 
centre. 

FIGURE 2.5  
AUGMENTED WELL-BEING

Source: Jouke Verlinden (TU Delft), as presented in Bali.
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3
INDUSTRY 4.0 FOR DEVELOPING 

COUNTRIES: STRATEGY 
AND IMPLEMENTATION 

INDUSTRY 4.0 AND THE REPUBLIC 
OF KOREA 

Many economists in the Republic of Korea have 
commented that they never heard of the third in-
dustrial revolution, so what is the fourth indus-
trial revolution? Even in 2016, there was some 
sort of controversy, including debates in the Ko-
rean parliament, about the de�nitions. Connec-
tion is important: the shi� from the third to the 
fourth industrial revolution meant a hybrid con-
nection between information networks, physical 
things and human force. �e third industrial 

revolution developed information technology 
and collected varied information from every-
where, but networks were not yet connecting 
with each other, so human force was needed to 
integrate the information to tackle problems. 
But when you connect the human force and the 
physical things together, they can form an eco-
system. �at process is called automatization 
rather than automation.

Today, we are developing technology for the Inter-
net of �ings (IoT) and big data with the help of 
arti�cial intelligence, which form a cyber–physi-
cal system. Our e�orts mimic the physical world, 
o�en referred to as the digital twin.

Moderator

Ms. Olga Memedovic, Deputy Director and 
Chief, Business Environment, Cluster and In-
novation Division, Department of Trade, In-
vestment and Innovation, UNIDO

Speakers

Mr. Sanghoon Kim, Korea Institute for Indus-
trial Economics and Trade

Ms. Pin Fen Fong, Director, Strategy Group 
(Advanced Manufacturing), Singapore Eco-
nomic Development Board (EDB)
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�e terms Industry 4.0 and the fourth industri-
al revolution are now used interchangeably, but 
originally, they were not. Industry 4.0, coined in 
2011 by Germany at the Hannover Messe trade 
show, focused on manufacturing. When the pro-
cess is presented in a diagram, information tech-
nology becomes a background layer or enabler 
that combines manufacturing, energy, services 
and so on (�gure 3.1). Industry 4.0 concerns in-
dustry and, more narrowly, manufacturing, but 
the fourth industrial revolution concerns broader 
innovation. 

�e fourth industrial revolution is also not just 
IT. Digital transformation creates convergence 
between IT and operational technology (OT). 

Without OT, there is nothing to digitize. In the 
Republic of Korea, this presents an issue because 
many people think about IT but not about the ac-
tual industry or technology. Because the actual 
target is manufacturing, as in the steel or automo-
tive industry, it is crucial to engage IT and OT si-
multaneously and cooperatively. 

Historically the �rst industrial revolution in-
creased productivity by sacri�cing product variety. 
�e third industrial revolution, with information 
technology, allowed a sort of mass customization, 
restoring initial products and variety without 
products evolving much. �e fourth industrial 
revolution takes a further step from mass custom-
ization to optimal individualization (�gure 3.2).

FIGURE 3.1  
INDUSTRY 4.0 AND THE FOURTH INDUSTRIAL REVOLUTION: THE ROLES OF INFORMATION 
TECHNOLOGY AND PRODUCTION IN MANUFACTURING INNOVATION

Source: Kim 2016.
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�is kind of evolution has been predictable for 
some time, perhaps 10 to 20 years. In the early 
1990s, Germany thought it faced a crisis because 
of widening competition from countries such as 
China, Indonesia, the Republic of Korea, and Viet 
Nam. So, between the mid-1990s and the early 
2000s, Germany began to remake its industry 
strategies, especially industrial engineering, and 
redesigned its framework for the manufacturing 
industry.

�e Republic of Korea has tried to focus on a peo-
ple-centred economy, incremental growth and 
competition, and innovation advances. Some 
strategies are very controversial, but the cur-
rent government has contributed to transform-
ing Korea’s growth from catching-up to a leading 
position.

Two relevant ministries in the Republic of Korea 
are science and technology, and industry. �eir 

focus is on industries speci�c to the Republic of 
Korea — called “goods industries.” Goods indus-
tries are not very visible but underlie all the other 
industries. �ey include casting, plastic forming, 
and heat and surface treatment. �ese industries 
are referred to by the three Ds: dirty, dangerous 
and di�cult. But to create new and more ad-
vanced industries and move from catching-up to 
a leading position, advancement of the goods in-
dustry should be tackled. �e Republic of Korea is 
pursuing this, as is Japan.2

�e smart factory advancement project started 
in 2013, and the objective was to make as many 
smart factories as possible, producing a support 
system for 50,000 factories throughout the coun-
try. In order to do that, the government tried to 
make a smart factory framework and reference 
model for the manufacturing industry (�gure 
3.3), because compatibility between factories is 
very important. In some ways, the framework is 

FIGURE 3.2  
MANUFACTURING TRANSFORMATION

Source: Kim Sanghoon, based on Koren and Ulsoy 2004; Koren 2010.
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working nicely, but for small and medium-sized 
enterprises (SMEs), it still has more to accomplish.

�e government tried to focus on SMEs rather 
than the big companies and large enterprises, but 
many SMEs are not so keen to invest in smart fac-
tories because they are focused on daily operations 
and do not have time to think about the future. 
Technical levels are polarized, with some compa-
nies very low and others very high. �erefore four 
levels have been made in a single multitier support 
system, where the lowest level is an enterprise re-
source planning implementation (ERP), without 
which making a smart factory is impossible.

Engineering is crucial for smart factories, but for 
Korean SMEs, much engineering so�ware and 
many engineering solutions have been imported. 
For example, product lifecycle management, ERP 
and supply chain management come from more 
advanced countries. Since it was realized that 

without its own engineering solutions, a smart 
factory cannot be made, the country has begun to 
focus on engineering, but not for everything. �e 
focus has been on solutions that have not yet been 
imported, such as computer-aided engineering 
and simulation, computer-aided manufacturing 
and some manufacturing execution systems. And 
in many trials by enterprises, the government and 
research institutes aimed to implement the sys-
tems in speci�c Korean SMEs.

�e Republic of Korea also found that �nancing 
high tech–based SMEs produced a very di�erent 
performance, such as increased pro�t and value 
added, compared with �nancing ordinary SMEs 
and therefore started to view high-tech or inno-
vative-tech SMEs as important to support. Korea’s 
SME governance shi�ed from protection to sup-
porting competitiveness in the industry. To select 
SMEs for �nancing from among so many with 
di�erent technologies and markets, the Korean 

FIGURE 3.3  
KOREAN SMART FRAMEWORK AND REFERENCE MODEL FOR MANUFACTURING INDUSTRIES

Source: Sanghoon Kim. Public private partnership smart factory group (2015). Original data available from https://www.smart

-factory.kr/datum/dataWarehouse.do (in Korean).
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government implemented the Korean Technology 
Rating System (KTRS). In 2006 the government 
began an almost 10-year development of KTRS. 
�e system has been used by the government and 
many private banks and upgraded as appropriate. 
It is now being implemented by the government 
of Viet Nam, and the European Union decided in 
September 2019 to use it for policing SMEs, as well.

INDUSTRY 4.0 AND SINGAPORE

Singapore has a core strategy with a vision to be-
come a smart nation. �e Singapore Econom-
ic Development Board (EDB) is the lead agency 
under the Ministry of Trade and Industry (MTI) 
tasked with designing and executing Singapore’s 
economic development strategy. EDB’s activity 
includes investment promotion and industrial de-
velopment, with a focus on sectors that contrib-
ute about a third of Singapore’s GDP. EDB’s work 
covers the manufacturing and tradable services 
sectors. Manufacturing contributes 21  percent of 
Singapore’s GDP (�gure 3.4). �e sector is diverse, 
with process industries; energy and chemicals; 

biomedical and pharmaceuticals; semiconductor 
manufacturing; aerospace; and maintenance, re-
pair and operations. Manufacturing brings value 
to research and development and other service 
sectors.

Although Singapore is widely known as a garden 
city, its foundations are built on a strong industri-
al base. When Singapore became independent in 
1965, it was too small to rely on a domestic mar-
ket and so shi�ed from import substitution to ex-
port-led industrialization. Manufacturing started 
with �shhooks, matches, mosquito coils and tele-
vision sets. EDB took the lead in engaging com-
panies and learning what they require when they 
want to manufacture in Singapore. �e govern-
ment developed industrial areas, reformed labour 
laws and brought in institutions to provide techni-
cal education.

Over the past 50 years, manufacturing in Sin-
gapore has evolved, taking on more complex, 
capital-intensive and knowledge-intensive prod-
ucts such as semiconductors, energy, chemicals, 
pharma and biomedical goods. Since Industry 

FIGURE 3.4  
MANUFACTURING CONTRIBUTES 21 PERCENT OF SINGAPORE’S GDP
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UNDIO19-01 RCID Indonesia text 0907.indd   20 9/9/19   10:36 PM



Industry 4.0 for developing countries: Strategy and implementation�21

4.0 is already transforming manufacturing and 
global supply chains, to enhance competitiveness 
and achieve the government’s goal of maintain-
ing manufacturing above 20 percent of GDP, the 
country needs to continually invest in new capa-
bilities and accelerate the transformation of man-
ufacturing. Like the Republic of Korea, Singapore 
focuses on SMEs, which make up 80 percent of its 
manufacturing sector.

Over the past two years, EDB, together with its in-
dustry partners, has developed “industry transfor-
mation maps” (ITMs) based on deep dives across 
23 sectors spanning both manufacturing and 
services. �ese sectors account for close to 80 per-
cent of Singapore’s GDP. Each ITM will outline 
the key strategies and priorities for jobs and skills 
(what these will be in the future), innovation (how 
to achieve productivity in the sector), and exports 
(how companies in the sector export their prod-
ucts and services). Key examples of manufactur-
ing industries with ITMs are aerospace, chemicals, 
electronics and the marine and o�shore industry.

To establish a common language and build aware-
ness amongst the manufacturing community 
about the opportunities and challenges of Industry 
4.0, EDB developed the Smart Industry Readiness 
Index (SIRI) as a self-diagnostic tool that enables 
companies to evaluate their manufacturing opera-
tions and �nd out their readiness level. Developing 
the SIRI was a nine-month journey undertaken 
by EDB in partnership with a network of leading 
technology companies, consultancy �rms and in-
dustry and academic experts. It comprises a suite 
of frameworks and tools to help manufacturers — 
regardless of their size and industry — start, scale, 
and sustain their manufacturing transformation 
journeys. SIRI’s developers observed three core 
principles: (1) it had to be comprehensive, cover-
ing the key principles of Industry 4.0; (2) it had to 
strike a healthy balance between technical rigor 
and usability; and (3) it had to be relevant to all 
companies, regardless of industry, size, pro�le or 
Industry 4.0 maturity. SIRI was modelled a�er 
the reference architecture [model] for Industry 4.0 
(RAMI 4.0).

EDB organized a panel of experts from industry 
and academia to help re�ne the index, and pilot-
ed it in 16 companies to validate it. �e index was 
launched in November 2017, and EDB has con-
ducted many public workshops with more than 
2,000 participants and 500 companies. �e recep-
tion has been mostly positive.

�e index has three levels (�gure 3.5). �e top 
consists of three building blocks: process, tech-
nology and organization. Although most people 
think Industry 4.0 is all about technology (robots 
and equipment), if the process is ine�cient, au-
tomating and digitizing it will not yield desirable 
outcomes. Redesign and organization become im-
portant, including the organization of people to 
be ready and trained to take on new processes and 
technology. So, all three building blocks are need-
ed to harness Industry 4.0 opportunities.

Underpinning the three building blocks are eight 
pillars (see �gure 3.5). For example, supporting 
the technology block are the three pillars: auto-
mation, connectivity and intelligence. To use the 
human body as an analogy, automation would be 
the muscles — they move things around, and bring 
products from place to place. Connectivity is the 
nervous system, which allows data to �ow through-
out the body. Intelligence would then be the brain, 
which processes the data and activates change. Un-
derpinning the pillars are 16 dimensions. Compa-
nies can use the index to evaluate the readiness of 
their facilities for Industry 4.0. �e assessment ma-
trix doubles as a step-by-step improvement guide, 
because each dimension will provide intermediate 
steps to guide companies to improve.

Using the index to design its roadmap for im-
provement, a company can progressively deliver 
solutions and can measure and re�ne initiatives 
over several years. �e index can also serve as a 
living blueprint for a company to monitor ongoing 
progress, as Industry 4.0 is not a one-time e�ort to 
create a smart factory. At the very least, the index 
describes key concepts and builds a common lan-
guage for companies to use when they talk to their 
technology providers, partners or suppliers.
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LEVERAGING MULTISTAKEHOLDER 
PARTNERSHIPS FOR BUILDING 
THE REGION’S MANUFACTURING 
ECOSYSTEMS

EDB also highlighted the fact that having a network 
of partners is critical to transform Singapore’s and 
the region’s manufacturing ecosystems. To kickstart 
the establishment of such a community, in October 
2018 EDB launched the Index Partners Network at 
ITAP (Industrial Transformation Asia-Paci�c), cur-
rently with 11 partners in four categories.

When EDB polled SMEs, a�ordable �nancing ap-
peared as a key need, so local banks were brought 
on board as the �rst category partners. �ey o�er 
�nancing programmes and schemes supporting 
Industry 4.0 transformation projects.

Technology partners and solution partners are a 
second category, to support company organiza-
tion. Both larger and smaller companies such as 
AUK Industries and PBA Group are participating 
to o�er modularized, simple plug-and-play solu-
tions for SMEs.

�e third category of partner is training provid-
ers. �e national university of Singapore continu-
ing education school is developing a curriculum 
according to the index’s 16 dimensions so that 
when a company does its diagnostic and recog-
nizes the need to focus on a particular dimen-
sion, it can get the people to provide retraining or 
reskilling.

�e fourth category is international outreach 
partners. EDB wants to work with the Asian Pro-
ductivity Organisation (APO), which promotes 
productivity improvement in its member coun-
tries and has endorsed the index. It is publicizing 
the index to its member countries.

To develop Industry 4.0 talent, all stakeholders 
— governments, companies and unions — need to 
come together. Workers are aware that changes 
are happening in the workforce and on the shop 
�oor. However, they are doubtful of redeploy-
ment, if they take a break from work for re-skill-
ing and re-training. In these uncertain times, 
governments, companies and unions all need to 
encourage workers to really upskill and retrain 
themselves.

FIGURE 3.5  
THE SMART INDUSTRY READINESS INDEX 
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SMEs have limited funding and skillsets. SME 
academies have been created in other regions, 
such as in the European Union as part of Horizon 
2020. Providing incentives to SMEs and connect-
ing them with big companies, technology provid-
ers and experts are also important, as is connect-
ing all the di�erent players from government, the 
private sector and academia to tap into available 
knowledge.

�e Netherlands has �eld labs within the smart 
industry programme — centres of excellence for a 
particular kind of industry, where academia and 
other education systems work together with in-
dustry. �ey are mostly funded by industry, and 
supported by the government through tax breaks. 
�ere are about 32, and there will be 65 next year. 
�ese centres allow people to talk to a scientist 
and to experience Industry 4.0 and what it means 
for them. �e United States of America has an-
other solution in the national accelerator America 
Makes, with only a few centres.

How can governments encourage the private 
sector to participate in building this innovation 
ecosystem? �ey can incentivize new vocation-
al training and research and development. In the 
end, the aim should be for companies to develop 
their own drive. For that, an enabling environ-
ment needs to be created. SMEs need to be the cat-
alyst of change. Champions of the private sector 
can serve as role models for other companies to 
show what Industry 4.0 can bring.

SKILLS DEVELOPMENT AND 
TRAINING TALENT: LESSONS FROM 
SINGAPORE

Industry 4.0 will transform the nature of work as 
jobs change and new skills emerge. And the de-
mand for Industry 4.0–ready talent will contin-
ue to grow. In the short term, 75 percent of �rms 
will probably try to borrow digital capabilities 
by outsourcing, but in the long term, more than 
50  percent will want to build in-house digital 

competence. Looking ahead, given that Indus-
try 4.0 will be pervasive by 2020 according to the 
standard narrative across all reports, the talent 
topic concerns all companies.

Singapore has a multipronged approach for train-
ing talent. Industry transformation maps have ex-
amined the new skills needed across di�erent job 
types. For the energy, chemicals and utilities sec-
tors, EDB mapped out these skills all the way from 
operators to plant managers to investigate pro-
grammes that will be needed to support these in-
dustries. All of Singapore’s ITMs would have this 
assessment as the �rst step. In a second step, the 
government o�ers support for companies doing 
continuing education and capability upgrading 
for their workers.

To support manufacturing companies in upskill-
ing its workforce, Singapore undertook a three-
prong approach. �e �rst prong is to identify new 
skills that are needed. �e second is, a�er the 
skills are identi�ed, to partner with institutions 
of higher learning that provide continuing edu-
cation to develop the necessary programmes and 

Speaker Ben Ong, Senior Lead, Economic Development Board (EDB), Singapore
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courses. And the third is to partner with commu-
nity leaders and multipliers such as trade associa-
tions, business chambers and unions to broadcast 
these initiatives and new programmes to the wider 
community.

�is revolution is new for everyone. To identi-
fy and conceptualize unknown new skills, the 
EDB partnered with companies that are equal-
ly interested and invested. For example, the EDB 
partnered with Accenture, a leading professional 
services company, to map out the emerging digi-
tal skills for the energy and chemicals sectors. �e 
skills map, published in 2016 in a white paper, fea-
tured both technical skills and so� skills.

THE SKILLS FUTURE PROGRAMME 
IN SINGAPORE

A nationwide programme for advanced manufac-
turing called the Skills Future Series was launched 
in November 2017, aimed at helping the workforce 
acquire new skills. Spanning three pro�ciency lev-
els, it o�ers modular courses that range from IoT 
management to robotics coordination to arti�-
cial intelligence for manufacturing. �e modular 
structure means that workers do not have to go 
back to school for an extended period of time.

Singapore’s Skills Future emphasizes lifelong 
learning where, even a�er someone graduates 
from college, polytechnic or university, learning 
does not stop and the workforce continues to learn 
from age 25 to 45 to even 65. �e programme di-
vided skills into key domains expected to o�er 
future opportunities and industry areas the gov-
ernment would like to grow. �e domains are 
familiar: data analytics, cybersecurity, entrepre-
neurship, advanced manufacturing and urban 
solutions.

For the advanced manufacturing series, the pro-
gramme circulated skills maps for di�erent in-
dustry sectors to all the training institutions from 
polytechnics to universities and even some private 
vendors. Could they create learning and training 

modules based on the skills maps? With the part-
ner institutions, the programme created a compre-
hensive suite of basic, intermediate and advanced 
courses. To encourage people to take them, the 
government should provide healthy subsidies.

Today at the Skills Future Singapore website under 
advanced manufacturing, there are hundreds of 
courses people can take based on the skills map. 
�ose who sign up with an accredited training 
provider can get back some form of subsidy, either 
from their employers or through the government.

Beyond identifying skills and coming up with 
training, it is important to let people know that 
training is available. Many times, in both the pub-
lic and the private sector, people create fantastic 
initiatives that will bene�t the community but do 
not reach the right audience. �e programmes do 
not appear in the daily newspapers or on the Inter-
net. So, the Skills Future programme made sure to 
engage the workforce, the unions and the schools 
to broadcast the good work of the universities and 
government in creating materials and courses to 
help workers become more ready for the future.

To help the community better internalize the rele-
vant materials, the programme distilled informa-
tion into the “skills framework,” creating simple 
guidebooks for a variety of sectors. For example, 
Skills Framework for Energy and Chemicals, with 
the self-explanatory subtitle Guide to Occupations 
and Skills, provides an overview of the future of 
the sector. �e guidebooks should su�ce for the 
foreseeable future. �ey cover the sectors, employ-
ment opportunities and career pathways; describe 
the occupation and job growth; and highlight, 
summarize and consolidate all the emerging and 
existing skills that might be needed.

�e guidebooks also feature case studies to il-
lustrate to those taking the leap how to upgrade 
their skills or gain a new mastery. So, a student or 
worker using a guidebook can feel more con�dent, 
saying, “My peer has done it — gotten a better job 
opportunity — maybe I want to consider doing it as 
well.” To address gender disparity, the case studies 
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feature women as well as men in manufacturing 
and engineering.

�e guidebooks also feature career guidance, with 
internships, fellowships and some professional con-
version courses that the university provides. �ey 
also provide a career pathway overview, showing 
how someone can start as a technician, chemist or 
engineer and progress to other roles and gain man-
agerial experience. �e guidebook serves as a com-
prehensive, one-stop shop for everyone.

DRIVING INNOVATION IN 
SINGAPORE

To drive innovation, Singapore has a systematic 
approach. Every �ve years it sets aside a national 
budget for public research and development called 
Research Innovation Enterprise. �e current pro-
gramme, running from 2016 to 2020, is called 
RIE2020. Its budget is 19 billion Singapore dollars, 
one of the biggest so far. �is budget funds pub-
lic sector research in research institutes and uni-
versities. But part of the budget is restricted from 
use unless the research institutes and institutes of 
higher learning work with industry companies on 
research. If this criterion is met, the programme 
will disburse, together with EDB, the public sec-
tor research funding. Of the 19 billion Singapore 
dollars in RIE2020, 3.2  billion are dedicated to 
advanced manufacturing engineering. Among 
other areas are additive manufacturing, robotics, 

advanced materials and industrial IoT, along with 
areas that align with Singapore’s industry sectors 
such as semiconductors and aerospace.

Singapore is small, so it faces a labour crunch. 
Attention is focused on manufacturing, logistics, 
health care and transportation. Even the con-
struction industry relies heavily on foreign la-
bour. Because this phenomenon cannot continue, 
the National Robotics Programme was started in 
2016: Singapore wants to double its productivity 
and reduce the use of labour. In 2017, in the man-
ufacturing sector more than 4,400 new industri-
al robots were installed in Singapore, an increase 
of 72  percent from 2016. More than 300 SMEs 
across a wide range of manufacturing sectors ad-
opted robotics and automation. And the robotics 
programme is not con�ned to the manufacturing 
sector.

Singapore has built model factories within its re-
search institutes and universities to foster inno-
vation. �e model factories simulate a real-life 
production environment for testing new manufac-
turing. It may be too risky for companies to use 
their actual production lines to test new solutions, 
so the model factories allow them to match solu-
tions to the problems described by manufacturers.

Finally, a community in Asia for Industry 4.0 
needs to be built based on collaboration between 
nations, industry sectors, and the public and pri-
vate sectors.
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4
THE FOURTH INDUSTRIAL 
REVOLUTION, REGIONAL 

GOVERNANCE AND THE ROLE OF 
INTERNATIONAL ORGANIZATIONS

Industry 4.0 will a�ect consumer expectations and 
create cultural transformation. In this new land-
scape, many regulations will become outdated, 
and there is a need to assess how to adapt them.

INDUSTRY 4.0 INITIATIVES IN 
EUROPE

Germany was the �rst country to create a specif-
ic strategy to implement fourth industrial revo-
lution technologies, promoting implementation 

of technological solutions to increase the com-
petitiveness and e�ciency of its manufactur-
ing sectors. While Germany and some other EU 
members are running their own fourth industrial 
revolution–oriented programmes (�gure 4.1), the 
European Union has also established an overall re-
search and innovation programme, Horizon 2020, 
that seeks to ensure that “Europe produces world-
class science, removes barriers to innovation and 
makes it easier for the public and private sectors 
to work together in delivering innovation.”3 �e 
European Union is allocating US$80  billion to 
innovative research projects, as well as running 

Moderator

Darmansjah Djumala, Permanent Represen-
tative of the Republic of Indonesia in Vienna

Speakers

Jouke Verlinden, Del� University of Technology

Olga Memedovic, Deputy Director and Chief, 
Business Environment, Cluster and Innovation 
Division, UNIDO
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innovation-training programmes at leading Eu-
ropean universities. �e European Union also has 
a programme called Converging Technologies for 
the European Knowledge Society. �e Russian 
Federation is developing the National Strategy on 
Development of Convergent Technologies.

�e Netherlands has Smart Industry. Belgium has 
�ve di�erent programmes, one of which, called 
“Flanders Make,” is highlighted here. And there 
are related open source innovation in the Fab lab 
community and the Fab City initiative.

Smart Industry in the Netherlands is very similar 
to the German programme Industry 4.0. What the 
Netherlands adds is the creative industry. Key to 
policy in the Netherlands are �eld labs. �ere are 
now about 32 of them, each with its own expertise 
— one covers metal pipe bending; another, molten 
material 3D printing and others robotics, food 

and personalized products and services. �ey are 
funded by industry, which receives a tax break 
equal to about 50 percent of the investment. Field 
labs are unevenly distributed across the country, 
mostly placed where relevant companies are lo-
cated. A �eld lab is like a centre of excellence, so 
it demonstrates di�erent kinds of technology and 
provides an opportunity to talk with academics 
and students. Vocational training is all arranged 
around the �eld labs. �e collection of �eld labs is 
a changing smorgasbord where �ve will cease to 
exist and eight new ones will be introduced.

�e 3D Building Field Lab in Amsterdam studies 
wire and arc additive manufacturing through ro-
botic welding. It is sponsored by ABB, Autodesk 
and building companies such as Heijmans compa-
nies. Most of the materials there were not acquired 
by the �eld lab but contributed by the partner com-
panies. �e 3D Building Field Lab is working on 

FIGURE 4.1  
EUROPEAN INITIATIVES FOR DIGITIZING INDUSTRY
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a “moonshot”—the 3D printing of a 12-meter long 
bridge — combining a huge problem, a theoretical 
solution and some kind of breakthrough technol-
ogy. In this case, the breakthrough technology is 
robotic welding, which has existed for a long time. 
Although there may be better ways to make bridg-
es, making large 3D prints is still a challenge.

Belgium’s �xed setup in the north called Flanders 
Make is concerned with �exible automation, the 
Internet of �ings and 3D printing and digital 
fabrication. Unlike �eld labs in the Netherlands, 
they are academic labs (“core labs”), which were 
assigned �ve years ago, creating a static system. To 
be more dynamic, Belgium tried mobile or pop-up 
labs around the country to demonstrate tech spac-
es and conduct experiments in di�erent locations.

Open source and grassroots initiatives are inter-
esting and inspiring. For example, two websites 
for sharing �les for 3D printing are �ingiverse 
and Wevovler. People upload their designs, �les 
and so forth. It is a social site where users can �nd 
people who have actually assembled the things 
posted and describe what they do with them. �e 
�eld of open source and grassroots initiatives talks 
not about doing it yourself but about doing it to-
gether, and skill sharing is a key activity.

Fab labs — for fabrication laboratories — started 
in Boston at MIT and are now all over the world. 
�ree are in Indonesia, all in Java. �ey are open 
— not just for government or academia but also 
to the public. Similar to Fab labs, Makerspaces 
are all around the world. Makerspace in Munich 
is heavily subsidized by BMW, a carmaker. BMW 
employees can go to this place and get a certi�cate 
for welding, 3D printing and design, for example. 
Makerspace is part of BMW’s human relations 
strategy, outsourcing part of their training and 
having employees work together with students. 
Anyone walking into this Makerspace sees sta-
tistics of how many prototypes were made that 
day and how many visitors it had. �e statistics 
are based on enterprise resource planning (ERP) 
so�ware from SAP, which also makes other infor-
mation available, such as how many hours each 

machine in the Makerspace was used and how 
many prototypes were made.

Next to Fab labs is the Fab Academy, which sup-
ports vocational training based on a course called 
“How to Make Almost Anything.” Learners par-
ticipate in workgroups at local Fab labs anywhere 
in the world. So, this sort of learning is not con-
�ned to universities.

�e Fab City initiative is about globally connected 
cities that produce locally. �ere are 45 cities in-
volved, some in China, Japan and Korea. �e Fab 
City manifesto has 10 principles that are chief-
ly about creating a circular economy but include 
using digital fabrication and, to a certain extent, 
Industry 4.0 together as an enabling technology.

Institutions considering a Fab lab should connect 
it to a public place with an existing volunteer net-
work, which would be important to the lab. Incen-
tives can help people cross borders into the place 
— maybe funding, but also reporting on what has 
been done and acknowledging champions by giv-
ing awards. Fab labs should not restrict themselves 
to industrial applications, though those may be 
the starting points.

All these initiatives and programmes require co-
operation between academia and industry to nur-
ture the opportunities o�ered by the revolution of 
Industry 4.0. �ey all reach the grassroots to bene-
�t people and emphasize vocational training.

THE IMPORTANCE OF REGIONAL 
GOVERNANCE

Technological advances in digital technologies—
arti�cial intelligence (AI), machine learning, ro-
botics, additive manufacturing (3D printing), the 
Internet of �ings, distributed ledger technology 
(blockchain) and quantum computers — and their 
integration with nanotechnology and cognitive, 
social and humanitarian sciences (also referred 
to as convergent technologies) — are driving the 
fourth industrial revolution forward (�gure 4.2). 
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�e fourth industrial revolution is the fastest pe-
riod of innovation ever. Innovation is becoming 
more complex, multidisciplinary, collaborative, 
unplanned, unpredictable and disruptive. It is 
developing at an exponential rather than a linear 
pace. Innovation cycles are accelerating, collaps-
ing the product life cycle, and are becoming very 
short. �eir implications are widespread and sys-
temic (�gure 4.3).

The fourth industrial revolution’s exponential 
technological progress will affect all countries, 
especially LDCs, all socioeconomic sectors and 
scientific disciplines, and will blur the differ-
ences between them. The convergence of pre-
viously fragmented and disconnected scientific 
disciplines and technologies is self-enforcing, 
advancing science, technology, and innovation, 

entrepreneurship and structural transforma-
tion, and has the potential to address pressing 
global challenges such as food security, envi-
ronmental degradation and climate change and 
to ensure access to energy and education to all. 
Growing synergy among emerging technologies 
has created a vastly expanding arborescence of 
scientific research, knowledge and emerging 
technologies.

Exponential technological progress is creating 
opportunities to decrease pollution, to gain pro-
ductivity and to increase the quality of life and so-
cial inclusion. If the frontier technologies lead to 
all three returns — environmental, economic and 
social — the Sustainable Development Goals can 
be achieved. �is may be utopian, but projections 
suggest the possibilities (�gure 4.4).

FIGURE 4.2  
PEOPLE ARE AT THE CENTRE OF THE FOURTH INDUSTRIAL REVOLUTION
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But accelerating technological progress is also 
opening avenues for possible negative spillovers 
and externalities, such as threats of a rising tech-
nology gap that can marginalize some countries 
and population groups, job losses and rising un-
employment for some workers, cybersecurity 
threats to industrial security, ethical issues and 
threats to global peace and security arising from 
the military uses of new technologies.

New technologies are developing quickly, but 
they do not di�use evenly across countries and 
industries. Countries with high science, tech-
nology and innovation (STI) capabilities will be 
the �rst to reap the bene�ts of breakthroughs 
in frontier technologies. As a consequence, the 

technological gap between developed and de-
veloping countries will widen. Even developed 
countries with advanced STI capabilities will 
�nd it di�cult to sustain their global competi-
tiveness if they underinvest in scienti�c research 
that translates into new products; industries; 
engineering talent; high value employment; sci-
ence, technology, engineering, arts and math 
(STEAM) skills; public–private partnerships in 
research and development (R&D); and linkages 
in global innovation networks.

In recent decades, a linear innovation model has 
given way to an open and collaborative one, par-
ticularly in developed countries. Innovations in 
fourth industrial revolution technologies emerge 

FIGURE 4.3  
EXPONENTIAL TECHNOLOGICAL PROGRESS DRIVING THE FOURTH INDUSTRIAL 
REVOLUTION FORWARD
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primarily at the junction of scienti�c �elds with 
the participation of private and public institu-
tions in national and global innovation networks, 
supported by the funding of basic and applied re-
search and ecosystems building.

In many parts of the economy today, new ecosys-
tems engaging multiple �elds are starting to nur-
ture new means to meet human needs. Techno-
logical progress is making it increasingly possible 
to leverage new assets, engage a larger number of 

FIGURE 4.4  
EXTRAORDINARY OPPORTUNITIES FOR REALIZING THE SDGS: ENVIRONMENTAL, 
ECONOMIC AND SOCIAL RETURNS FROM THE FOURTH INDUSTRIAL REVOLUTION
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 Source: Olga Memedovic, as presented in Bali.
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participants, and coordinate their expertise and 
activities in more complex ways.

�e impact of fourth industrial revolution tech-
nologies will di�er across and within sectors 
because of di�erences in opportunities for inno-
vation in products, processes, marketing and busi-
ness models. Di�erent industrial sectors need dif-
ferent data and technological building blocks for 
innovation. Industries and even enterprises have 
varied capacity and readiness to adopt and di�use 
for fourth industrial revolution technology.

Initiatives to create a readiness index include the 
World Economic Forum Readiness for the Future 
of Production 2018; McKinsey, KPMG Change 
Readiness Index, 2017; DII Global Industry 4.0 
Readiness Index 2017; and Dell Future Ready 
Economies, 2016. Other indices focus on inno-
vation and foreign direct investment (FDI), such 
as the Global Innovation Index developed by 
INSEAD, Cornell University and the World Intel-
lectual Property Organization (�gure 4.5) and a 
study of FDI in Association of Southeast Nations 
countries by McKinsey (2014), identifying di�er-
ent types of readiness or competitiveness for the 
fourth industrial revolution (�gure 4.6).

�ese tools show variations of Asia and Paci�c 
countries’ readiness for ensuring smooth transfor-
mation to the fourth industrial revolution. �ey 
should serve as a useful reference to �t the meth-
odological approach to a regional-speci�c context 
and serve as a tool to inform the policy.

Smart manufacturing systems are more vulnera-
ble to cyberthreats and cyberattacks. Smart facto-
ries use intelligent security responses and leverage 
new technologies, such as blockchain, to improve 
computer security and manage the risks of new 
technologies (�gure 4.7).

�e fourth industrial revolution technologies 
may trigger a new wave of outsourcing and 
in-shoring, resulting in a new division of labour 
and a structural transformation in the glob-
al economy. Other changes to be expected are a 
reversal in FDI and trade �ows due to structur-
al changes in global value chains (GVCs), with 
consequent job losses and a widening of the tech-
nology gap. GVCs will become shorter and more 
dynamic, �exible, e�cient and sustainable, with 
greater possibilities for customization, person-
alization and localization. Niche services and 
localized products can be a new path to growth 

FIGURE 4.5  
GLOBAL INNOVATION INDEX 2018

Median: 0.61RankE�ciency RatioRankRegionRankIncomeRankScore (0–100)Country/Economy

Global Innovation Index 2018 rankings

Source: INSEAD, WIPO and Cornell University.
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in developing countries, especially the least-de-
veloped countries. Open standards and interop-
erable operating systems are therefore crucial 
for achieving an inclusive transformation to the 
fourth industrial revolution. �is can change 
where the value is created in GVCs and where it 
is captured (�gure 4.8a). A smiling curve can be 
�attened again with the application of additive 
manufacturing (�gure 4.8b).

Fourth industrial revolution technologies depend 
on data, which in data-driven systems and econ-
omies become capital for producing and deliver-
ing products and services. Firms can capture huge 
economic returns from collecting, compiling and 
analysing data without getting consent from or re-
warding those who produce the data, thus creating 
an asymmetric relationship and a distorted mar-
ket. Correcting this market failure requires new 

FIGURE 4.6  
MANUFACTURING-RELATED FDI BY SECTOR IN ASEAN COUNTRIES, 2009–2013
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FIGURE 4.7
CYBERSECURITY: MOST ATTACKED COUNTRIES, 2018
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laws and regulations recognizing data as an asset 
from which rent can be captured and establishing 
a legal basis for data ownership. �e use of data 
for public purposes and in algorithms for arti�cial 
intelligence also raises ethical and legal issues re-
lated to data ownership, privacy and transparency 
and requires a yet unavailable institutional frame-
work of accountability.

Institutional gaps are widening. While linear 
change characterizes rules, regulations, norms, 
values, standards, ethics, culture, leadership and 
attitudes, exponential change carries I4.0 technol-
ogies along. Technological progress far outstrips 
public policy, and a gap grows between the fourth 
industrial revolution’s rapidly accruing solutions 
and challenges, and perceived socioeconomic 
problems.

ROLE OF COLLECTIVE ACTION

As nations are increasingly interlinked due to in-
tensifying globalization, the bene�ts and risks 
of the fourth industrial revolution’s exponential 
technological change cross borders. Major scien-
ti�c and technological breakthroughs have im-
pacts beyond the country that produces them. 
Problems whose solutions require new scienti�c 
and technological competencies expand beyond 
their country of origin. Developing countries may 
not bene�t even from a�ordable newly created 
knowledge and technology, because of their low 
level of technological capabilities and skill. Inad-
equate education, infrastructure and �nance o�en 
clog the absorption of new knowledge generated 
elsewhere and can widen the technology gap and 
marginalize some countries.

Collective national and supranational action is 
therefore needed to put people in the centre, ad-
dress the trade-o�s arising from fourth industrial 
revolution technologies and create prosperity for 
all people and all nations, leaving no one behind. 
No country alone can harness the full potential of 
emerging technologies and mitigate the associated 
risks.

FIGURE 4.8  
A NEW TECHNOLOGY MAY RESTRUCTURE DISTRIBUTION 
OF RETURNS IN GVCS
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Individual countries have formulated strategies, 
policies and programmes for fostering the up-
take of fourth industrial revolution technologies, 
adapting education systems and ensuring multis-
takeholder participation. Among them are North 
American countries (Canada and the United 
States of America), West European countries (Bel-
gium, France, Germany, Italy, the Netherlands, 
Slovenia, Spain and Sweden), and Asian coun-
tries (China, Japan, India, Indonesia, the Repub-
lic of Korea, Malaysia, Singapore and �ailand) 
(�gure 4.9).

�e Republic of Korea is shi�ing to a 
competency- based society with lifelong access 
to job training through recent policies such as 
the National Competency Standards and the 
Work-Learning Dual System. �e Philippines 
recently introduced a K–12 reform that empha-
sizes cultural responsiveness, �exibility, glo-
balization and technology-based learning in its 
curriculum. �e reform also centres on strong 
community–industry partnerships. �e Made in 
China 2025 strategy promotes implementation 
of the fourth industrial revolution by provid-
ing �nancial and legal incentives to companies 
that are restructuring their manufacturing pro-
cesses and creating sustainable business models. 
Grasping the competitive nature of the global 
market, China is raising its industrial capabili-
ties to a new level in order to remain an industri-
al rival to Germany, Japan and the United States. 
In 2014, India established a fourth industrial 
revolution–oriented framework to “transform 
India into a global design and manufacturing 
hub.” India is trying to raise awareness of new 
technologies among manufacturers by advanc-
ing its technological development. �e initiative 
aims to “[i]nspire con�dence in India’s capabili-
ties amongst local potential partners, the Indian 
business community and partners abroad; pro-
vide a framework for a vast amount of technical 
information on 25 industry sectors; reach out to 
a vast local and global audience via social media 
and constantly keep them updated about oppor-
tunities, reforms, etc.” (Table 4.1 summarizes 
other national initiatives.)

WHAT SHOULD BE DONE AT THE 
REGIONAL (ASIA–PACIFIC) LEVEL?

To meet the challenges and reap the bene�ts of 
fourth industrial revolution technologies, the Asia 
Paci�c regional community must act prompt-
ly to ensure a smooth national and international 
transition. Without concerted e�orts by govern-
ments, businesses, academia and the internation-
al regional community, the potential of advanced 
technologies to realize the SDGs, especially SDG 
9 on industry, infrastructure and innovation, will 
not be realized. A holistic approach to address the 
challenges and tap into the potential of fourth in-
dustrial revolution technologies is needed.

Various regional and national initiatives have al-
ready been put in place in Asia and Paci�c coun-
tries, though at di�ering levels of comprehensive-
ness and coordination (table 4.2). Key broad areas 
for further attention include:
• Ensuring strong traditional and modern 

infrastructure.

FIGURE 4.9  
ASIAN COUNTRIES ARE MOUNTING INITIATIVES FOR THE 
NEW INDUSTRIAL REVOLUTION
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• Building the absorptive capacity of developing 
countries for the uptake of fourth industrial 
revolution technologies.

• Building regulatory frameworks and estab-
lishing guidelines for implementation.

• Addressing skill needs and education reforms.
• Supporting small and medium-sized enter-

prises’ transition to the fourth industrial 

revolution and bridging the gender digital 
divide.

• Building national, regional and sectoral inno-
vation systems.

• Monitoring progress made in sectoral, nation-
al and the regional transition to the fourth in-
dustrial revolution.

• Enhancing regional coordination to strength-
en work on the fourth industrial revolution.

At the level of regional organizations such as the 
Association of Southeast Asian Nations (ASEAN), 
various initiatives address the challenges of the 
fourth industrial revolution across di�erent 
ASEAN sectoral bodies under the three ASEAN 
pillars (see table 4.2). ASEAN still needs a col-
laborative mechanism to �rm up cooperation on 
the fourth industrial revolution and to propose a 
consolidated strategy and enhanced coordination 
mechanism for a smooth transformation.

WHAT IS THE ROLE OF 
INTERNATIONAL ORGANIZATIONS?

As a leading UN specialized agency with a man-
date to foster inclusive and sustainable industrial 
development (ISID), UNIDO addresses opportu-
nities, challenges and risks stemming from fourth 
industrial revolution technologies and their im-
pact on ISID. As a convener, knowledge and part-
nership broker, policy adviser and provider of 
practical technological solutions, UNIDO sup-
ports countries with varying levels of economic 
development in their e�orts to ensure a smooth 
transformation to the fourth industrial revolution 
and supports developing countries in technology 
catch up.

To mainstream and enhance the e�ectiveness of 
its interventions, UNIDO is introducing a com-
prehensive strategy for ensuring smooth trans-
formation to the fourth industrial revolution. De-
velopment results follow from a mix of UNIDO’s 
four core complementary functions: technical co-
operation; analytical and research functions and 
policy advisory services; a normative function 

TABLE 4.1  
MAJOR NATIONAL TECHNOLOGY INITIATIVES IN ASIA

Brunei Darussalam: National Digital Strategy 2016–2020  —  National ICT White 
Paper for Brunei Darussalam (2016); Digital Government Strategy 2015–2020 
(2015); National Broadband Policy 2014–2017 (2014)

Cambodia: Cambodian ICT Masterplan 2020 (2014); Telecommunication ICT 
Development (TICT) Policy 2020; Signing of the memorandum of understanding 
with Microsoft on information and communication technologies cooperation 
(2016)

Indonesia: Launch of the Making Indonesia 4.0 Roadmap (2017); Indonesia 
Broadband Plan 2014–2019

Lao PDR: e-Government Development Plan 2013–2020 (2013); Signing of the 
memorandum of understanding with Microsoft (as part of Microsoft’s National 
Empowerment Plan) (2016); National Strategies for Science and Technology 
Development 2013–2020 and Vision 2030 (2013)

Malaysia: Development of the National Industry 4.0 Policy Framework (2018); 
Establishment of Industry 4.0 High Level Task Force (2017); Launch of the Centre 
of Excellence on Industry 4.0 (2017); Launch of the Digital Free Trade Zone 
(DFTZ) Initiative and Pilot Project (2017); Malaysian ICT Strategic Plan 2016–
2020 (2016); Launch of the National e-Commerce Strategic Roadmap (2016); 
11th Malaysia Plan 2016–2020 (2015); National IoT Roadmap (2015); National 
Broadband Initiative (2006). Malaysia has launched its Redesigning Higher 
Education strategy to prepare students for the fourth industrial revolution. 
Programmes range from 2u2i  —  a mix of university and in-house industry training  
—  to CEO Faculty, a platform for industry CEOs to provide lectures, curriculum 
development and mentoring at universities. In addition, its Accreditation of Prior 
Experiential Learning encourages lifelong learning and credits work experience 
towards further educational study

Myanmar: Development of the Digital Economy Development Masterplan 
(2017); Universal Service Strategy 2018–2020 (2018); e-Government Masterplan 
2016–2020 (2014)

Philippines: Inclusive, Innovation-led Industrial Strategy (i3s) (2017); 
Philippines Digital Strategy 2011–2015 (2011); National Broadband Plan; 
e-Government Master Plan 2016–2020 (EGMP 2.0)

Singapore: AI.SG Initiative (2017); Research Innovation Enterprise 2020 Plan 
(2016); Industry Transformation Programme (2016); Intelligent Nation 2015 
(2015); National Robotics Program (2015); Smart Nation (2014); Singapore has 
co-created a Skills Framework for its workforce by involving industry leaders, 
unions and government. The framework provides information on each sector  
—  including its future development  —  and maps out career progression pathways 
and needed skills. These inform education and training institutions as well as 
individuals.

Thailand: Digital Government 2017–2021 (2017); Thailand 4.0 (2016); National 
Digital Economy Master Plan (2016–2020); Digital Economy Master Plan (2015)

Viet Nam: Prime Minister’s Directive 16/CT-TTg on Strengthening Access to the 
Fourth Industrial Revolution (2017); Ministry of Industry and Trade’s Decision 
4246/QD-BCT (2017); Prime Minister’s Decision 844/QD-TTg (2016); 2020 
Broadband Plan (2016)

Source: UNIDO and ASEAN Secretariat’s compilation from various sources.
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and standards-related activities; and a convening 
function and partnerships for large-scale invest-
ment, knowledge and technology transfer, and 
networking and industrial cooperation.

UNIDO technical cooperation programmes pro-
mote a smooth transformation to the fourth in-
dustrial revolution for developing countries and 
least developed countries (LDCs). �e thematic 
focus promotes smart agrofood, smart energy, 
smart manufacturing and a smart circular econ-
omy; fosters technological learning and innova-
tion among small and medium-sized enterpris-
es, youth and women; develops science, industry 
and technology parks and areas of innovation; 
and ensures industrial safety and security and the 
timely adaptation of institutions (such as norms, 
standards and regulations) to rapid technology 
change.

Tailored to the speci�c region and country con-
text UNIDO technical cooperation projects aim 
at leveraging fourth industrial revolution technol-
ogies for industrial modernization and upgrading 
focusing on industrial sectors such as agrofood, 
electronics, heavy machinery, textiles and gar-
ments, the aerospace industry and the automotive 
industry.

�e low level of skills, �nance and technologi-
cal capabilities, and inadequate education and 
infrastructure in developing countries o�en im-
pair the absorption of new knowledge generated 
elsewhere. UNIDO therefore plays a crucial role 
in enabling developing countries to build their 
capacity for absorbing new technology though 
systems of innovation and business ecosystem 
building, thus preventing the technology gap 
from widening.

�e fourth industrial revolution technologies 
are shaping the future of manufacturing and of 
work. �is creates opportunities for manufactur-
ers to generate new value added, increase capaci-
ty, improve margins, cut costs and become energy 
and material resource e�cient. Smart manufac-
turing employs a high level of automation, uses 

biodegradable materials and huge volumes of data 
and interacts with customers for production pro-
cesses and delivery of products and services with 
high knowledge content. In a smart factory, ma-
chines interconnected in networks are equipped 
with sensors and so�ware to communicate with 
people and with each other, becoming smarter as 
they work out solutions.

UNIDO projects establish demonstration and 
pilot smart factories and innovation centres that 
act as knowledge and innovation hubs. In those 
centres, new technologies are used as tools for 
technological learning and innovation, o�en by 
small and medium-sized enterprises (SMEs). 
UNIDO cooperates with leading international or-
ganizations, private sector technology providers 
and research institutions to identify the best tech-
nological solutions for introducing smart systems 

TABLE 4.2  
ASEAN’S 4IR INITIATIVES

APSC (ASEAN Political-Security Community)
• ASEAN Declaration to Prevent and Combat Cybercrime
• ASEAN Cyber Centre and Hub
• Memorandum of Understanding (MoU) on Cooperation to Counter 

International Terrorism between ASEAN and Australia
• ASEAN Leaders’ Statement on Cybersecurity Cooperation

AEC (ASEAN Economic Community)
• Science and technology: ASEAN Open Innovation and Entrepreneurship 

Platform
• Consumer protection: Guidelines on Cross-Border B2C for Online Businesses
• IPR: Technology Innovation Support Centres (TISC)
• Energy: Renewable Energy hub information sharing
• MSMEs: ASEAN SME Academy and ASEAN SME Service Centre
• FAF: Climate Smart Agriculture and Guidelines on Sustainable Forest 

Management
• E-Commerce: ASEAN Agreement on e-Commerce and ASEAN Digital 

Integration Framework
• ICT: ASEAN Framework on Digital Data Governance
• ASEAN Digital Integration Framework Action Plan
• ASEAN Innovation Roadmap
• Guidelines on Skilled Labour/Professional Services Development in Response 

to 4IR
• ASEAN Declaration on Industrial Transformation to Industry 4.0
• Digitalisation of ASEAN Micro Enterprises

ASCC (ASEAN Socio-Cultural Community)
• Education: ASEAN Cyber University, Online Learning on Higher Education, 

ICT-ready Teachers, and ASEAN TVET 4.0
• Employment: Regional study on the impact of ICT and outsourcing on 

employment and on the adequacy of legislations in regulating employment 
relationship

Source: https://www.asean2019.go.th/en/abouts/priority-deliverables-economic/; 

ASEAN Integration Monitoring Directorate (AIMD); ASEAN Economic Community 

Department; AIMD@asean.org.
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such as industrial arti�cial intelligence in compa-
nies undergoing a digital transformation.

By convening countries in a multilateral context, 
UNIDO contributes to raise awareness on the 
challenges and opportunities stemming from the 
fourth industrial revolution and how to address 
them, and provides important learning oppor-
tunities for the exchange of knowledge not only 
from developed to developing countries but also 
among developing countries.

UNIDO encourages collaborative partnerships 
with public and private institutions and organiza-
tions in many developed and developing countries 
to address skills, knowledge and technology gaps. 
UNIDO’s Programme for Country Partnership 
constitutes a cornerstone of UNIDO’s program-
matic engagement, advocacy and collaboration. 

It engages Member States and other countries, 
international organizations within and beyond 
the United Nations development system, knowl-
edge partners, the business sector, civil society, 
�nancial institutions and environmental �nanc-
ing mechanisms. �e programme aims to lever-
age human, technical, political and �nancial re-
sources to achieve more scalable and sustainable 
development.

UNIDO uses its networks and specialized cen-
tres, such as the Network of Investment and 
Technology Promotion O�ces, the Private Fi-
nancing Advisory Network and the National 
Cleaner Production Centres, to enable inter-
actions and partnerships between public insti-
tutions and the business sector and to leverage 
fourth industrial revolution technologies for im-
pact investments.
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5
CONCLUSION: AN AGENDA FOR 
ACTION FOR THE ASIA-PACIFIC

On the sidelines of the Conference, Indonesian 
Minister of Industry Airlangga Hartarto and 
UNIDO Director General LI Yong signed the re-
vised Country Programme, which rearmed the 
partnership commitment between the Govern-
ment of Indonesia and UNIDO and which will 
help increase e�ciency, e�ectiveness and funding 
possibilities. �e revised Country Programme 
highlights the priorities of the Government, with 
the updated portfolio of ongoing and pipeline 
projects focusing, inter alia, on poverty allevia-
tion, creative industries, innovation, quality stan-
dards, green industrial policy, water stewardship 
and Industry 4.0.

Based on the discussions during the Bali confer-
ence, participating countries agreed on the Bali In-
dustry 4.0 Agenda (annex 1). �e Bali agenda urges 
governments to promote further cooperation in 
addressing the challenges and seizing the opportu-
nities of Industry 4.0, creating a level playing �eld 
in the region and building a knowledge-sharing 
platform for developing countries to learn from 
more advanced economies in the region.

Follow-up actions to enable a smooth transition in 
the Asia and Paci�c region to the fourth industrial 
revolution include:
• Identifying the prerequisites for Industry 4.0 

uptake in Asia and Paci�c countries, partic-
ularly in least developed countries and small 
island developing states; targeting priority in-
dustrial sectors such as textiles and garments; 
and spreading lessons and good practices 
from front runners in the priority sectors.

• Assessing the preparedness of industry and 
small and medium-sized enterprises (SMEs) 
in the priority industrial sectors and �nding 

tools to monitor sectoral and SME uptake of 
Industry 4.0.

• Exploring methods and best practices to sup-
port SME digital transformation and bridge 
the gender digital divide.

• Building national, regional and sectoral inno-
vation systems.

• Collecting lessons on regional cooperation 
initiatives from other regions (such as the Eu-
ropean Union’s Digitizing European Industry 
initiative).

• Designing training curricula for new work-
force skill requirements.

• Building awareness among policymakers and 
industry associations and allowing cross-
border interactions on new standards, infra-
structure, operational systems, and regula-
tory frameworks that need to be developed 
or mainstreamed to correspond to the re-
quirements of fourth industrial revolution 
technologies.

• Addressing and allowing cross-border inter-
actions on data issues such as data regulations 
and management.

• Identifying regional value chains and inno-
vation networks, and setting standards for 
interoperability.

• Strengthening strategic partnerships with 
governments, academia, the private sector, 
civil society, United Nations entities and de-
velopment �nance institutions to leverage �-
nancial and technical resources for UNIDO 
fourth industrial revolution programmes in 
Asia and Paci�c.

UNIDO will continue its e�orts to establish a 
knowledge-sharing platform for building aware-
ness and communicating lessons and good 
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practices from front runners in priority thematic 
areas relevant to the Asia and Paci�c region and 
ASEAN. �e platform will include exchanges of 
experts, regional thematic conferences and work-
shops, and study tours on regional cooperation 
initiatives from other regions. Targeted stakehold-
ers include SMEs, academia, �nancial institutions 
and representatives from government, industry, 
and industry associations. �e Industry Analytics 
Platform will feature a way to assess the uptake of 
fourth industrial revolution technologies and re-
lated pilot studies from Asia and Paci�c countries 
to analyse industry preparedness for a smooth 
transition to Industry 4.0.

UNIDO can also help Asia and Paci�c regional in-
tegration initiatives for fostering uptake of fourth 
industrial revolution technologies along the fol-
lowing thematic areas:

HUMAN RESOURCE DEVELOPMENT

• Developing talent through companies, unions 
and government cooperation.

• Identifying new skills needed.
• Supporting continuing education, learning 

and capability building.
• Developing metrics to monitor regional and 

sectoral uptake of fourth industrial revolution 
technologies.

• Investing in capacity building to increase the 
absorptive capacity of developing countries 
for the uptake of fourth industrial revolution 
technologies.

• Convening regional forms for research and 
policy advice to build awareness of the op-
portunities of fourth industrial revolution 
technologies.

INNOVATION AND ECOSYSTEM 
BUILDING

• Promoting the mainstreaming of national, 
regional and sectoral innovation systems as 
preconditions of fourth industrial revolution 

learning, innovation and development, and 
addressing widening technology and innova-
tion gaps.

• Establishing model factories to foster techno-
logical learning and innovation.

• Promoting open innovation and business 
ecosystem building for entrepreneurship and 
startups.

• Addressing fourth industrial revolution tech-
nology standards and interoperability of oper-
ating systems.

BUILDING PARTNERSHIPS

• Leveraging multistakeholder resources and 
partnerships for implementing fourth indus-
trial revolution programmes on the ground.

UNIDO’s support for ASEAN can include the fol-
lowing key activities:
• Assisting in implementing the ASEAN Digital 

Integration Framework Action Plan.
• Supporting ASEAN countries in �nalizing 

innovation roadmaps for smooth transforma-
tion to the fourth industrial revolution based 
on innovation surveys at the national, region-
al and sectoral levels.

• Supporting ASEAN countries in assessing 
the readiness for fourth industrial revolution 
digital and other technologies of industrial 
sectors and micro, small and medium-sized 
enterprises (MSMEs) in the priority industrial 
sectors.

• Designing tools for monitoring the uptake of 
fourth industrial revolution technologies by 
sectors and MSMEs.

• Designing programmes for digitalizing MSMEs.
• Establishing MSME training, demonstration and 

innovation centres and sharing best practices.
• Formulating guidelines for digitalizing MSMEs 

by sector.
• Empowering human capital for the fourth in-

dustrial revolution through tailor-made train-
ings and capacity building programmes.

• Designing training curricula for new work-
force skill requirements.
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• Supporting the formulation of guidelines on 
human resource development and technical 
and vocational education and training, and 
bridging the gender digital divide.

• Designing and implementing tailor-made 
technical cooperation projects.

• Addressing the upgrading and modern-
ization of regional value chains and inno-
vation networks and setting standards for 
interoperability.

• Engaging in joint resource mobilization and 
multistakeholder partnership approaches for 
implementing sector-speci�c and tailor-made 
technical cooperation projects.

• Producing evidence-based policy research 
and advice on sector-speci�c Industry 4.0 
priorities in ASEAN member countries in 
partnership with other intergovernmental 
organizations.
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NOTES
1. https://www.cisco.com/c/dam/global/en_sg/assets/

csr/pdf/technology-and-the-future-of-asean-jobs.pdf.
2. �e Republic of Korea started on the fourth indus-

trial revolution in 2013 in the Ministry of Industry. 
�e Korean government has changed its slogan many 
times, depending on the regime and the minister, but 
the actual strategy has not signi�cantly changed. In 
2017, President Moon established an independent 
Committee for the Fourth Industrial Revolution. 
Four government bodies are geared to the fourth 

industrial revolution. First is the president advisory 
committee. Second is the fourth industrial revolution 
committee. �e other two are the Ministry of Science 
and Technology and the Ministry of Industry. �ese 
four demonstrate the Republic of Korea’s increasing 
interest in the fourth industrial revolution. �e e�-
ciency of creating and implementing policy is strong 
compared with the prior regime, but there are ques-
tions about the e�ciency of administration.

3. Horizon 2020 website.
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ANNEX 1
BALI AGENDA ON INDUSTRY 4.0

We, the delegations of People’s Republic of Bangladesh, Kingdom of Cambodia, Republic of Indonesia, 

Acknowledging that Industry 4.0 is evolving at an exponential pace with the potential to trigger major 

Noting that Industry 4.0 has the potential to produce innovations to address global challenges;

Mindful
as factories across the world become increasingly smart, connected and digitized;

Noting that Governments should have appropriate strategic plans to address the challenges and oppor-
tunities associated with Industry 4.0;

Recognizing the RCID as a platform for the United Nations Industrial Development Organization 
‘UNIDO’ -

ers and experts to share industrial development policies, experiences, technologies, know-how and best 
practices related to Industry 4.0, as well as to identify the role of international organizations;

Recognizing the role of south–south cooperation framework in promoting capacity building of Indus-
try 4.0 through triangular arrangement and various kind of assistances;

Mindful that due to the multidimensional nature of Industry 4.0, all countries, including developed, 
developing and least-developed countries, have to encourage the development of Industry 4.0;

Islamic  Republic  of  Iran,  Japan,  Republic  of  Korea,  Lao  People’s  Democratic  Republic, Malaysia, 
Federal Democratic Republic of Nepal, Islamic Republic of Pakistan, and Democratic Republic of
Timor-Leste,  having  met  at  the  1st  Regional  Conference  on  Industrial  Development,  “Unlocking 

RCID’) in Bali, Indonesia, 
on 8–9 November 2018;
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DO HEREBY DECLARE our volition to keep promoting the implementation of Industry 4.0 in the Asia 
Paci�c Region, and:

1. Urge the Governments to promote further cooperation in addressing the challenges and seizing the 
opportunities of Industry 4.0 implementation;

2. Call for all stakeholders in the Asia Paci�c countries to continuously explore aspects of Industry 4.0 
with a view to �nding ways for each developing country in the region to implement Industry 4.0;

3. Encourage the identi�cation of prerequisites and drivers for Industry 4.0 technology uptake in the 
Asia Paci�c region and in the context of each country;

4. Promote identi�cation of lessons learned from successful country cases, particularly in the Asia Pacif-
ic region, particularly on how they can be applied in developing countries in the region;

5. Encourage Governments’ and international agencies’ involvement in optimizing framework condi-
tions and support so that as many small and medium-sized enterprises (SMEs) as possible meet the 
challenges and reap the bene�ts of Industry 4.0 implementation;

6. Encourage Governments to foster policy dialogue among UNIDO member states to seize the opportu-
nities of Industry 4.0 through further cooperation in various sectors;

7. Urge UNIDO and other international organizations to provide technical training, certi�cation and 
�nancial support for building the capacity of policy makers and industries as well as SMEs in devel-
oping countries towards the implementation of Industry 4.0; and

8. Further promote technology providers’ active participation through Public–Private Partnership to 
create technology transfer and to support private sectors, industries and SMEs to prepare for and 
gradually shi� their manufacturing processes in accordance with digital transformation.
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ANNEX 2
SIDE EVENT ON INDUSTRY 4.0

A side event on Industry 4.0 was organised on 
the sidelines of the First Regional Conference on 
Industrial Development. �e key purposes of the 
side event were the following:

1. Create a platform for the government and 
policy makers to share their best practices in 
preparing for the implementation of Industry 
4.0 (specially in the 5 related sectors) through 
presentations in a workshop.

2. Create a business matching platform where 
leading enterprises (both national and in-
ternational) can share their experiences and 
achievements on implementing the Industry 
4.0.

�e event witnessed the participation of govern-
ment and private sector representatives from di-
verse industrial �elds and di�erent countries of 
the Asia-Paci�c region. Approximately 30 people 
attended the side event. Key speakers included:

1. Mr. Haris Munandar—Secretary General of 
Ministry of Industry

2. Mr. Ben Ong—EDB Singapore

3. Mr. Wei Wen Ng—EDB Singapore

4. Mr. Tri Purnajaya—Director of Trade, Com-
modity and Intellectual Property, MoFA

5. Mr. Xavier Denoly—Schneider Electric, Coun-
try President

6. Mr. Fadli Hari Purnomo—Winteq Astra Oto-
parts, Plant and Engineering Division Head

7. Mr. Volker Schmid—Festo Indonesia, Head of 
Asia Paci�c

8. Representative from Enterprise Singapore—
Singapore’s technology provider

Schneider Electric and Festo Indonesia partici-
pated in the booth exhibition. �ey displayed and 
explained their technologies to the attendees. Rep-
resentatives from Winteq Astra Otoparts and En-
terprise Singapore also spoke during the side event.

Participants during the side event organised on the 
sidelines of the RCID conference in Bali
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Speaker: Mr. Volker Schmid 
Festo Indonesia, Head of Asia Pacific

Exhibit by Schneider Electric 
during the side event
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ANNEX 3
SPEAKERS

Airlangga Hartarto
Minister of Industry 
of the Republic of 
Indonesia

Born in Surabaya in 
1962, Airlangga Hartar-
to was named Minister 
of Industry on 27 July 

2016. Airlangga, an alumnus of the Mechanical 
Engineering Department, Gadjah Mada Universi-
ty, had served as the chairman of Asosiasi Emiten 
Indonesia (Indonesian Public Listed Companies 
Association; AEI), Secretary General of ASEAN 
Federation of Engineering Organizations (AFEO), 
Chairman of Persatuan Insinyur Indonesia (the 
Institution of Engineers Indonesia; PII), Head of 
Engineers Council of PII, member of Majelis Wali 
Amanat Universitas Gadjah Mada, Vice President 
of Keluarga Alumni Gadjah Mada (Alumni Orga-
nization of Gadjah Mada University; KAGAMA) 
and also a member of the KAGAMA Advisory 
Board. He initiated the Herman Johannes Award 
for innovative technology in his chairmanship 
period at Keluarga Alumni Fakultas Teknik UGM 
(Alumni Organization of Faculty of Engineering 
GMU; KAGAMA). Before his assignment as min-
ister, Airlangga was a member of commission XI 
in the Indonesian parliament, in charge of �nan-
cial, national development planning and the 
banking sectors. From 2009 to 2014, he was the 
chairman of commission VI in the parliament, 
concerned with industry, small and medium-scale 
business, investment and state-owned enterpris-
es. From 2006–2009, he was a member of com-
mission VII in the parliament. Airlangga also re-
ceived degrees from Monash University (MBA 
1996) and Melbourne Business School, University 

of Melbourne (MMT in 1997). His awards include 
ASEAN Engineering Honorary fellow, ASEAN 
Federation of Engineering Organization in 
Myanmar (2004); Founding Fellow, ASEAN 
Academy of Engineering Technology (2004); Aus-
tralian Alumni Award for Entrepreneurship 
(2009); Satyalancana Wira Karya from the Re-
public of Indonesia (2014); Lee Kuan Yew Ex-
change Fellow (LKY Fellow) in Singapore (2017) 
and Distinguished Honorary Fellow, ASEAN 
Federation of Engineering Organizations in �ai-
land (2017). He has published three books on in-
dustrial topics.

A. M. Fachir 
Vice Minister for 
Foreign A�airs of 
the Republic of 
Indonesia

Born in Banjarmasin, in 
26 November 1957, 
A.M. Fachir was ap-

pointed by President Joko Widodo in October 
2014 as the Vice Minister for Foreign A�airs of 
the Republic of Indonesia. A. M. Fachir has a 
doctoral degree in religious and cross- cultural 
studies from University of Gadjah Mada. He 
joined the Foreign Service in 1984. Before being 
appointed Vice Minister, he served as an Ambas-
sador Extraordinary and Plenipotentiary of the 
Republic of Indonesia to the Kingdom of Saudi 
Arabia. He was appointed by President Susilo 
Bambang Yudhoyono as the Ambassador Ex-
traordinary and Plenipotentiary of the Republic 
of Indonesia to the Arab Republic of Egypt from 
2007 to 2011. Before becoming ambassador, his 
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foreign assignments included Deputy Chief of 
Mission, Indonesian Embassy in Kuala Lumpur; 
Indonesian Mission to the UN in New York and 
Indonesian Embassy in Baghdad. He also served 
in several domestic assignments, among them 
Director General for Information and Public Di-
plomacy, Head Bureau of State Document and 
Translation, O�ce of the Minister of State Af-
fairs and, concurrently as O�cial Interpreter of 
President Megawati Soekarnoputri, Deputy Di-
rector for Political and Security A�airs, Direc-
torate of International Organizations, and o�ce 
of Chief Executive Assistant to the Chairman of 
the Non-Aligned Movement.

LI Yong
Director General 
of United Nations 
Industrial 
Development 
Organization

LI Yong, Director Gen-
eral, United Nations 

Industrial Development Organization (UNIDO), 
has had an extensive career as a senior econom-
ic and �nancial policymaker. As Vice-Minister 
of Finance of the People’s Republic of China and 
member of the Monetary Policy Committee of 
the Central Bank for a decade, he was involved 
in setting and harmonizing �scal, monetary and 
industrial policies, and in supporting sound eco-
nomic growth in China. He advanced �nancial 
sector reform and prompted major �nancial in-
stitutions to establish corporate governance, deal 
with toxic assets and strengthen risk manage-
ment. He emphasized �scal and �nancial mea-
sures supporting agricultural development and 
small and medium-sized enterprises, the corner-
stones for creating economic opportunities, re-
ducing poverty and promoting gender equality. 
He played a key role in China’s cooperation with 
multilateral development organizations, such as 
the World Bank Group and the Asian Develop-
ment Bank.

Febrian A. 
Ruddyard 
Director General 
of Multilateral 
Cooperation, 
Ministry of Foreign 
A�airs of Indonesia

F e b r i a n A l p hy a nt o 
Rudd yard is the Director General of Multilateral 
A�airs with the Ministry of Foreign A�airs, Indo-
nesia. He previously served as Deputy Chief of 
Mission at the Embassy of the Republic of Indone-
sia in Vienna. He also served in Indonesian mis-
sions in New York, Canberra and Riyadh. Previ-
ously, he held various notable positions in the 
ministry such as Director for Middle East A�airs 
and Director for International Security and Disar-
mament A�airs. He holds a master’s degree in in-
ternational relations from the University of Bir-
mingham, United Kingdom, and a bachelor’s 
degree in international relations from the Univer-
sity of Padjadjaran, Indonesia.

Ngakan Timur 
Antara 
Head, Agency for 
Industrial Research 
and Development, 
Ministry of Industry, 
Indonesia

Ngakan Timur Antara 
was born on 23 November 1959, in Gianyar, Bali. 
He currently serves as Head of the Industrial Re-
search and Development Agency a�er serving as 
Minister of Expert Sta� in the Strengthening of 
Industrial Structures from 2015 to 2017. Starting 
his career at the Agro Industry Centre in 1985, he 
was involved in the world of industrial research 
and development in several positions at the Minis-
try of Industry, starting as Head of the Baristand 
Palembang (2002–2004), Head of the Baristand 
Semarang (2004–2006), Head of the Centre for 
Ceramics (2006–2010) and Head of the Centre for 
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Pulp and Paper (2010–2014). He has participated 
in several trainings on industrial research and de-
velopment and focuses on boosting research and 
development in industry in order to increase 
added value. Ngakan Timur Antara completed 
high school at Singaraja High School, Bali, then 
studied at the Bogor Agricultural Institute in the 
Department of Agricultural Product Technology. 
He completed a PhD in food science at the Univer-
sity of Leeds, United Kingdom, in 1992.

Tri Purnajaya
Director for Trade, 
Commodities 
and Intellectual 
Property, Ministry 
of Foreign A�airs, 
Republic of 
Indonesia

Tri Purnajaya has been the Director for Trade, 
Commodities and Intellectual Property in In-
donesia’s Ministry of Foreign A�airs since 2016. 
�e Directorate for Trade, Commodities and In-
tellectual Property has the task of formulating 
and implementing policies in foreign relations 
and foreign politics in multilateral cooperation 
for trade in industrial goods and free trade areas, 
trade in services and trade facilitation, agriculture 
and commodity development, as well as handling 
trade disputes and intellectual property. Before 
coming to the directorate, Tri held a series of For-
eign Ministry posts in the Secretariat of the Di-
rectorate General of Foreign Economic Relations; 
the embassy of Indonesia in Brazil; the Directorate 
General of Multilateral for Economic Develop-
ment, where he headed the section on WTO agri-
cultural negotiation; the embassy of Indonesia in 
New Zealand; and most recently the Association 
of Southeast Asian Nations. He holds a bachelor’s 
degree from the Christian University of Indone-
sia and a master’s degree from the Global Mas-
ter of Arts Program at the Fletcher School, Tu�s 
University.

Darmansjah 
Djumala 
Permanent 
Representative 
of the Republic of 
Indonesia in Vienna

Darmansjah Djumala 
is Permanent Repre-

sentative of the Republic of Indonesia in Vienna. 
Among the capacities he served in are: Head of 
Presidential Secretariat (2015); Head of Policy 
Analysis and Development Agency, Ministry of 
Foreign A�airs (2014); Ambassador to Poland 
(2010); Head of Centre for Education and Train-
ing, Ministry of Foreign A�airs (2006); Deputy 
Chief of Mission, Embassy in Brussels, Belgium, 
accredited to Luxembourg and the European 
Union (2003); Head of Division for Econom-
ic A�airs, Permanent Mission to the UN, New 
York (2001); Deputy Director for UN Economic 
and Social Council, Directorate of Multilateral 
Economic Cooperation (1999); Head of Divi-
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economist specializing in industry policies, busi-
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tion programmes and major cost and operation-
al frontline improvements. He has lived in Asia 
since 1993 and has served in various leadership 
roles as a management consultant, board member 
and business head. Before joining A.T. Kearney in 
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